At the same time as a warning indicator flashed across his Head Mounted
Display, Sergeant Campbell heard a voice, "Patrol, be advised that the threat
assessment has increased to level three.” The voice wasn't Warrant Officer
Desai's, but that of a Command computer located at Canadian Task Force
Zefra Headquarters (CTFZHQ). The same message would be flashing out to
every other patrol simultaneously.

Corporal Blackmore was speaking but Sergeant Campbell waved him silent.
"What's up?"

"Recon shows heightened activity," said the computer. "Be alert to friendlies
leaving your vicinity and anyone else arriving." Campbell frowned and
turned to look behind the vehicle. Two sweating men were carrying a load
of boards across the street amid the usual swirl of burkas and long modest
dresses. Everything looked normal.

"Patrol, dismount,” he ordered. "We'll take it on foot from here."Campbell
reached for the door handle-

And back at Ops, Warrant Desai's eyes
widened as the mission aerostat's
profile signature software found a
match. "Sergeant!" she began-

As the figure of a man above the patrol
holding a shoulder-mounted grenade
launcher reared up next to a chimney-

And Campbell's HMD flickered. His eyes
interpreted the flicker as a shape diving
on him from the upper left so he
instinctively ducked, and then there was
light and noise everywhere and the
dashboard came up and hit him in the
face.
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"l thought | was a well-trained man for war when |
landed here. Boy | learned about fighting, and learned
that | didn't know much. But I learned..."

General Jacques Dextraze, Chief of the Defence Staff

Reflecting on his experience in Normandy, June |944

“The nation that will insist upon drawing a broad line of
demarcation between the fighting man and the thinking
man is liable to find its fighting done by fools and its
thinking by cowards."

Sir William Francis Butler
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PREFACE

The Army is a vital component of the Canadian Forces, the key national
security institution charged with the defence of the nation. Meeting this
complex and demanding challenge requires constant preparation, logical and
sustained evolution, and advancement with purpose.

Between 1945 and 1989 Canada's Army was focused largely on the
cooperative defence of Western Europe. When the Cold War ended,
however, the Army entered a sustained period of exceptionally high
operational tempo as it conducted ops, and kept the peace in over a dozen
countries around the globe. Places previously little known to the Army
soon became household names. Kuwait, Bosnia, Croatia, Somalia, Rwanda,
Kosovo, and Afghanistan emerged as the new theatres of operation from
the 1990s forward to today. The current security environment and
anticipated future security challenges demonstrate that our Army must be
expected to operate anywhere, anytime, under any circumstances.

Today, the Army continues to prepare for the many new and increasingly
complex global threats that are emerging. Part of this process is the
exploration of Army future concepts and design studies employing diverse
methodologies. Since the origins of Canada's professional Army, literary
fiction has been a useful tool with which to engage in the illustration and
debate of future concepts.

Crisis in Zefra builds on the Army's strong tradition of looking and thinking
ahead. Although this book is set in a fictional location ten to fifteen years
from now, already we are witnessing the threads linking today to this
fictional—yet highly possible—vision of tomorrow. | invite you to read Crisis
in Zefra, debate its concepts, and participate in building the Army of the
Future.

Director General Land Capability Development
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INTRODUCTION

Though there are many ways to illustrate and debate concepts for future
warfare, perhaps no simpler and more straightforward method exists than
that of literary fiction. As such, this tool has remained a constant favourite
in the belt of future thinkers in western armies, and has been regularly
employed to impart new ideas, valuable lessons learned, and to encourage
debate on what might be the next step.

This latest publication, Crisis in Zefra, follows a well-established Canadian
Army tradition of fictional narrative, the practice of which dates back well
over a century. Conceived by the Directorate of Land Strategic Concepts
and with the assistance of a science fiction author and illustrator, Crisis in
Zefra was constructed with the aim of introducing possible future systems of
command and control, new technologies and post-modern tactics,
techniques and procedures. At the same time, Crisis in Zefra may appear
eerily familiar to some; the sense of familiarity is intended to keep the story
plausible while exploring the not yet possible. Most importantly, the story is
intended to introduce but one of many concepts of how Canada's Army may
fight its future wars, with the hope that the reader will deconstruct, analyze,
and debate the ideas presented here.

Much is said about Army transformation, but in order to remain relevant
and successful, the Army must relentlessly reassess itself as an institution and
explore new options. As the security environment continues to mutate, it is
our duty to ask "what if?" and constantly explore alternative futures, any one
of which might become a reality for us down the road.

In 2003, the Directorate of Land Strategic Concepts published Future
Force,” a theoretical conceptual framework designed to assist the Army
leadership and those staffs working on the Army of Tomorrow constructs.
It describes an outlook and trends that reach out to 2025 and it provides
recommendations to allow the Army to evolve to meet and conquer the
challenges it will face in the future.

Crisis in Zefra is designed to act as a follow-on to Future Force, putting some
"meat on the bones" of the ideas explored in that publication. Readers
should note that the discussion/lessons sections at the end of each chapter
are designed to complement Part | of Future Force. Readers are
encouraged to consult that publication as they read and debate the ideas

> http://armyapp.dnd.ca/disc-dcsot/docs/FPAC_eng.pdf

Xiii


http://armyapp.dnd.ca/dlsc-dcsot/docs/FPAC_eng.pdf
http://armyapp.dnd.ca/dlsc-dcsot/docs/FPAC_eng.pdf

CRISIS IN ZEFRA

and issues raised throughout this work.

Most importantly, | ask that you think about the Army of the future, debate

its concepts as illustrated here, and let us know what you think. Your input
is critical to our success.

Director Land Strategic Concepts
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Her minder’ beeped again. Ebun Ishangi ignored the computer?; the taxi
was already passing the bomb sniffers® outside the National Defence
Headquarters (NDHQ) Ottawa building. Whatever it was this time, it could
wait the minute or so it would take her to get through the building's
multiple security layers® and reach NDOC.

It had been odd, this silent drive through the empty pre-dawn streets of
Canada's capital. April snow lay piled everywhere, but the sun would be hot
today; the Rideau was dark and clear of ice, but the news on the radio still
talked about ice-fishers stranded on Lake Simcoe. In winter, Ottawa
resembled the illustrations in the book of Russian fairy tales she'd owned as
a girl; in the summer it was a green parkland with isolated towers poking up
here and there through the foliage, a city overtaken with green like the
abandoned London of H.G. Wells' The Time Machine.

In April, at night, it balanced between two worlds, like no place she had
ever seen. Black and quiet, like a seed erupting. The faces visible at donut
shops and gas stations were closed and private, conversations inaudible. Yet
every few minutes her minder” would beep again, a tiny cry of alarm that
signalled that somewhere, something had gone wrong.

Because they had called her, that "somewhere" was in Africa.

She stepped out of the driverless cab® in a swirl of black-and-red skirts. A
mud stain decorated the hem from a puddle she'd stepped in on her way
out of her apartment building. She didn't bother to examine how well she'd
cleaned it but briskly strode through the glass doors of NDOC, her
hesitation barely perceptible as they verified her identity: Ebun Ishangi,
translator and specialist’, East African cultures. Recently, Canadian citizen.
Always, a deep vessel of memories of the sun-blasted and abject continent
from which she had escaped.

* http://www.newsfactor.com/story.xhtml?story_id=31342
* http://www.mobilemag.com/content/100/102/C2622/

* http://www.sciencentral.com/articles/view.php3?language =english&type
=24119&article_id=218391158&cat=3_3

¢ http://www.biometrics.org/html/introduction.html
7 http://www.pcmag.com/article2/0,1759,1612231,00.asp
® http://www.time.com/time/200 | /inventions/go/inbus.html

* http://www.mcneilml.com/
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Officers and staff criss-crossed the foyer; something was up that hadn't yet
made the news feeds'®. On the drive up, Ebun's eyes had flicked again and
again to her customized news aggregator'', which like a faithful dog had
followed her from home, temporarily displaying itself on the screen in the
back of the cab. She'd told it” to show her the latest from Africa—the only
words spoken in the cab after she gave her destination. There was nothing,
just a scrolling rehash of stale news. Into that absence, her imagination had
begun to project possibilities.

She was just checking her minder into security when a familiar voice made
her smile. "Ebun, there you are!" She'd always suspected that Raymond
Torretti could be a friend outside work, but the Foreign Affairs analyst lived
on Greenwich Mean Time" and she rarely saw him except when her job
floated her into his department. "Sorry to call you in the middle of the
night, but we need you on this one," he said.

She didn't ask what that meant; she had a good idea, but it wouldn't become
real until the name was spoken. She would wait.

They passed through the second set of security doors into the NDOC
working space. The building had been constructed during that quaint era
when the concept of the "office" had been awkwardly married to early
computer technology. Once subdivided into small rooms and large open
areas full of cubicles, the interior of the building was now carved into
various open circles'* fronted by curved walls; people stood or sat around
these, talking in small clusters or staring off into space. Scattered through
the space were a few glass-walled meeting rooms'® and many windowless
cubby-holes. Ebun spent much of her time alone in those little rooms,
staring at blank walls through augmented reality glasses'® that made her
believe, at times, that she was really back in Africa.

"Where do you want me to sit?" she asked, looking around.

"Doesn't matter," Raymond said. "The whole place is on this right now. It

"% http://www.wired.com/news/infostructure/0, | 377,63538,00.html
- http://www.disobey.com/amphetadesk/

"> http://zdnet.com.com/2100-1104-5137597.html
http://www.silkrc.com/Columns/BizXCulture/TimeZones.htm
http://www.cs.unc.edu/Research/stc/
http://www.glassresource.com/sub/special/privacy.htm

http://www.ait.nrl.navy.mil/vrlab/pages/equipment.html
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started this morning with a patrol," he added as he handed her a pair of the
dark-lensed frames". "It's been escalating ever since—?

"Morning my time, or your time?"

"My time," he said. She switched on the glasses, and the space around her
came to life, full of virtual screens and windows, scrolling numbers, and
menu reticles. The theatrical metaphor'® of computer interface design had
finally displaced the old "desktop" metaphor—at least here. Ebun still saw
the old flat-screen devices in libraries and government offices. And they
were all she'd known back home.

Back home . . . "It's happened, hasn't it?" she asked as Raymond led her
towards one of the sunken areas where a crowd was standing and sitting
around a virtual cloud of moblog" aggregators and status windows.

Raymond nervously scratched his iron-grey hair. "That's why | called you.
We maybe could have gotten by without you—it's not that big a deal yet—
but the place where it's happening . . . "

"Is mine," she finished grimly. They had reached the edge of the sunken
oval, and it did seem like a theatre® with its largely seated audience half-
surrounding a stage made of light, its virtual sets the very heat-wavering
streets and washed out skies that Ebun had fled. And there they were,
coming on line all at once through dozens of independent video
aggregators’': the streets she had despised and tried to forget, the markets
whose squabbling crowds invaded her dreams to this day. A vast,
incoherent riot of humanity swirling for centuries around the white towers,
standing for generations like an eddy in a fast stream; threatened now by the
greed for oil and water? that had seized the entire subcontinent.

"Zefra," she whispered, and she didn't know whether it was a prayer or a
curse.

- http://www.microopticalcorp.com/Products/HomePage.html
- http://www.astralsite.com/Drama/read3.html

" http://www.textamerica.com/mobinfo.aspx

* http://www.usatoday.com/tech/columnist/ccmak005.htm
' http://www.dada.at/blendobox/2004/02/10

2 http://www.itt.com/waterbook/Wars.asp
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The sun had just risen but already the asphalt was softening in the heat.
Sergeant Leslie Campbell looked down at where his boots had dented the
surface of the Canadian Army compound's courtyard and shook his head.
"Make sure that thing's air conditioning works," he said, "or we're gonna fry."

"Vehicle says it works®,? said Corporal Michel Marchand from where he
crouched next to the tires of the Mark Il Camel assigned to the patrol.
“Never known one to lie." He was changing a tire that the Camel's
vetronics had said was fatigued. The tire looked perfectly good to
Campbell, but Marchand's trust in his vehicles' opinions was absolute—to
the point where he was the butt of occasional jokes on the subject.

"Might be too late for these little guys," said Corporal Arnold 'Daz'
Blackmore as he sorted through the carton of inert swarmbots™ in the back
of the Camel. "Looks like somebody left them out in the sun a tad too long.
Better get a new batch before we set out."

"OK, and make sure the dragonflies® are working," said Corporal Marcie
Tam, the last member of the squad, as she handed Marchand a slightly less
battered-looking auxiliary fuel cell battery® than the one now in the Camel.
"Sure, you can spot the dug-up dirt of a mined road if you set your head
mounted display” to highlight recently-turned gravel. But some people still
use car bombs, even with the sniffer”® technology. Forget air conditioning
and tires, we need good drones” like these 'bugs®?

Campbell ignored them all, leaning on the Camel's fender to take one last
unmediated look at the shimmering rooftops of the ancient city, before
putting on his head mounted display®’. This one was terribly uncomfortable,

? http://www.ndia.org/Content/NavigationMenu/Meetings_and_Events/
Past_Events/2003_Intelligent_Veh_3570.htm

* http://www.irobot.com/governmentindustrial/product_detail.cfm?prodid=33

» http://www.nationalgeographic.com/tv/explorer/exp03 | 603.html

% http://www.fuelcellscanada.ca/tresearch.html
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http://www.darpa.mil/mto/displays/hmd/index.html

% http://news.nationalgeographic.com/news/2003/10/1001_031001 _tntsniffer.html

? http://scmstore.com/english/robotic/biorobots/zona_robobiologica.htm

** http://www.wired.com/news/gizmos/0,1452,47879,00.html

*' http://www.advancedvisualtechnology.com/
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unlike the extremely comfortable set-up he bought for use at home; he
often joked that HMD actually stood for "Head-Mangled Display.™ If only
the military's procurement system could keep up with the latest
innovations®, he thought.

The houses and towers of Zefra rose in waves up several low hills, each
wave a snapshot of a different time. The old town at the very center was of
mud-brick and stone, its rooftops festooned with obsolete satellite dishes
now rusting or turned into rain-catchers by industrious locals. Around that
were the mosques and white-columned mansions of long-forgotten
Ottoman conquerors, and ringing them the jarringly out-of-place manors
and pubs of the British colonial era. Then the city sprawled out into an
endless maze of concrete boxes and burnt-out lots, the residue of
twentieth-century slums. Only at the edges was the city modern. Here,
you could pour a foundation slab and erect a white fullerene and nylon* tent
over it in a couple of days®; the tents were nearly bullet proof* yet
translucent, but best of all cheap. Presiding over the sea of white triangles
were dozens of windmills”, which provided electricity in local grids and ran
neighbourhood water purifiers®® as well.

Campbell and his squad had been asked to have faith that this new Zefra
represented the future. Zefra was an independent city-state; so were most
of the large cities in Africa, since the collapse of the old colonial nation-
states. With the population pouring into the cities from the devastated
countryside, this was where the political power was concentrated anyway.

Zefra was about to host the first election in the region in years. The new
leaders of the city would carry tremendous influence over Zefra and its
extensive hinterland. Supposedly, the international coalition, which included
the Canadians, would ensure the election happened with a minimum of
violence. The new Zefra was expected to improve after that.

> http://virtualreality.physiol.ox.ac.uk/headfixed.html

* http://www.cesweb.org/attendees/awards/innovations/rd_honorees.asp?boi= |
* http://www.americanscientist.org/template/AssetDetail/assetid/28780/
page/9;_ Bk8

35.
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* http://www.discover.com/issues/aug-04/rd/bulletproof-fatigues/

- http://www.siemenswestinghouse.com/en/windpower

38.

http://crnano.typepad.com/crnblog/2004/02/green_nanotechn.html

* http://robotics.eecs.berkeley.edu/~ pister/SmartDust/
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Old ways meet new technologies in Zefra City.
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Looking out at the sprawling expanse of the old city compared to this tiny
neighbourhood of virginal white, Campbell couldn't find it in himself to be
hopeful. Nothing planned had ever come out as expected here. The city
had never stood on its own, but no conqueror had mastered the intricate
tangle of alleys and side streets well enough to force Zefra into submission
either. With each wave of conquest had come guerrilla cells that took
advantage of the chaos of rooftops, water drains, and narrow alleys to do
hit-and-run attacks on the invaders.

History was repeating itself. The international coalition was trying to
restore order and sanity—and sanitation—and supposedly, the majority of
the citizens wanted the coalition here. The problem was the vicious
minority. So far the coalition troops had been billeted on the edge of town,
venturing into the city only during the day. Campbell had seen all this in
other trouble spots; how could you win the hearts and minds of a citizenry
when you hid from them behind barbed-wire and walls?

He sighed and fitted the HMD to his head, then strapped on his helmet.
The indicators in his peripheral vision signalled green, so he said, "Ops, C2
check, over."

Twenty meters away, in the top-floor headquarters of the Canadian
peacekeeping contingent, Warrant Officer Vandna Desai saw a kind of virtual
ripple of data packets spreading out through the smart dust® covering her
three-dimensional display of Zefra®. "All systems green," she said.

"Acknowledged," said Campbell's voice in her ear. "Always good to know
you're being watched from on-high."

She smiled; her own HMD was in fact giving her a view from far above the
city. As Operations Warrant Officer, Desai was responsible for monitoring
the situational awareness* for the patrols. The virtual city over which she
watched was an amalgam of live data from an aerostat” hovering fifteen
kilometres overhead, swarming sensors scattered throughout the streets
and rooftops, and a three dimensional computer model of the city that was
accurate down to a decimetre.

Campbell's communications weren't coming in by radio, but rather were
being relayed through the sensor swarm®, which itself used 4th generation

“ http://store.sharpsystems.com/product.asp?sku=2555920
- http://www.darpa.mil/ato/programs/suosas.htm
- http://www.2 | stcenturyairships.com/HighAlt

- http://www.pcmag.com/article2/0,1759,1610203,00.asp
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WIFI*, infrared® (IR) and terahertz* waves to make interference or signal
jamming—or triangulation—virtually impossible. Coupled with the
augmented reality’ and voice-recognition® built into his HMD, this system
provided exceptional situational awareness and greatly simplified radio voice
procedure.

Before coming here, Desai had known little about Zefra beyond its
reputation as a trouble spot for Africa's ongoing water and oil wars. From
her godlike perspective above the city, she already thought she knew it
better than she'd known Montreal before leaving home. She could zoom
through the model as if flying through the real city, penetrating the walls” of
houses and garages, automatic system agents counting vehicles and foot
traffic® as she went. Not all the city was open to her view, however; there
were gaps caused by an earlier database crash. Hence today's patrol.

She checked to make sure that the patrol's orders had been sent to their
HMDs during the command and control check. Aside from showing the
flag, they included a LIDAR®' sweep of the southeast quadrant of Old Town.
Directions had already been downloaded into the Camel and its semi-
autonomous follower vehicle®’; in a very real sense, the soldiers were just
along for the ride today.

The election was scheduled for tomorrow. So far, things had been calm at
street level. The patrol's biggest job was to be a visible presence and
reinforce the message that the coalition was here and ready to protect the
people's newly established rights.

Campbell read the orders and nodded, a motion he knew would be relayed

“ http://www.wi-fi.org/OpenSection/why_Wi-Fi.asp?TID=2
- http://www.infraredsystems.net/

* http://www.darpa.mil/MTO/Terahertz/
- http://www | .cs.columbia.edu/graphics/projects/mars/mars.html
“ http://www.wired.com/news/wireless/0, | 382,47545,00.html

“ http://pubs.drdc-rddc.gc.ca/BASIS/pcandid/www/engpub/DDWW%3DCA
NAME + +PH+I1S+%27DEFENCE +R%26D + CANADA +-
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back® to Desai as a confirmation signal. "Mount up," he said to his patrol.
“We're going to the old town."

"At least there's some shade there," said Daz as he slammed the Camel's
door.

The two vehicles, piloted and unpiloted, exited the base and immediately
slowed to a crawl as they moved into the stream of foot traffic, bicycles,
donkey carts and decrepit cars all heading for the city center. This was
Zefra's daily commuter scene, a nauseating ordeal if you had to face without
climate control. Campbell wanted to keep the windows and convertible top
shut and the air-conditioning blasting, but accessibility to the locals was
important, so he rolled down the window and nodded when an old man
sauntered up next to the vehicle.

The man held up a paper-wrapped bundle. "Hello, hello," he said in a thick
accent. "Spicy food, hot food, is good on hot day, yes?"

Daz stared at him incredulously. Next to him, Marchand was checking the
Camel's bomb-sniffer* readouts. There was no sign of explosives in that
little bundle, but it smelled strongly of curry. "I'm sorry, sir," said Corporal
Tam, "but we can't while we're on patrol."

"I have web site!" The old man held up a sheet of e-paper® hung around his
neck. The grimy square flicked through English, French and Arabic too fast
for Campbell to read, but there was a recognizable website address
persisting at the bottom.

"You sell your stuff on-line?" asked Daz. The old man nodded vigorously.

"Algiers, Tunis, even Paris! Nobody know where | am, with courier service
it not matter. Rich people buy. Is exotic."

"Who'd a thunk it," Daz muttered. He'd spotted a clear area near an Non-
Governmental Organization (NGO)-run vaccination station and now
slapped the dashboard, a gesture the Camel understood® to mean "drive
on."

"Nothing like a good courier service," commented Marchand as the old man
disappeared behind them.

** http://www.acm.org/crossroads/xrds3-3/haptic.html

** http://news.nationalgeographic.com/news/2003/10/1001_031001 _tntsniffer.html
** http://reviews-zdnet.com.com/4520-6033 _16-4205284.html

* http://www.computerworld.com/softwaretopics/os/story/0,10801,73729,00.html
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Two sunburnt, blonde women at the vaccination station waved as the patrol
passed. Daz waved back (causing Tam to elbow him) but Campbell kept his
eyes on the crowd. He was aware of being watched by dozens of people in
that mass of humanity; the peacekeepers were relied on, but treated with
ambivalence here. They could not always tell friendly from hostile gestures,
and despite Campbell's alertness none of them noticed as a man leaning on a
vegetable-seller's table pulled out his minder and punched a speed-dial
number into its phone program®.

&

"Here are the game levels®," said the aging programmer. He ducked his

head to the men assembled around the battered old table as he waved a
thumbnail-sized media chip® in their general direction. Once Mastan
Nouria's minder beeped to signal receipt of the data, he practically ran from
the room.

"l don't understand this," muttered one of Nouria's lieutenants. "Game
chips? Minder phones? Why don't we just put a rocket into their
compound and then storm the place?"

Nouria smiled. "Because we'd lose. Even if we took the place. After all,
THAT's not the place we want to take, is it?"

There came another knock. Idris Kabadi, Nouria's second in command,
poked his head around the door. "There was a message through the
anonymous remailer®," he said. "They're on the move."

Mastan Nouria, leader of the Zefra cell of the Fanonist Irredentist Fellaheen,
glanced down at his minder. It was unrolled like an ancient scroll* across
the tabletop, and now displayed® a blinking icon confirming Kabadi's news.
"Good," he said. "Esteemed colleagues, it is time for us to disperse to our
particular tasks. From this point forward, we communicate by semaphore
or remailer only. Presuming," he said to Kabadi, "that the loyal supporters of
our cause are on the rooftops with their flags?"

%" http://techrepublic.com.com/5100-6255-1043593.html

% http://www.conitec.net/adinfo.htm

> http://www.fuijifilm.co.uk/digital/accessories/xdcard/index.php?flash=6

 http://www.andrebacard.com/remail.html
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"They are, sir."

“And that's another thing," said the lieutenant who'd spoken earlier. "Flags?
Why not just use the minders? They can't zero in on our position fast
enough to—?

"But they can," said Nouria. "l've seen it done. And they can listen® in when
you call someone, once they know who you are. No. We do this my way."

"But games®*, minder phones . . ."

"Are the appropriate weapons if you want to take a city these days. The old
ways will not work."

He sat back, steepling his hands, as he stared around at the men. "l've been
writing down the sayings that the locals attribute to the Koran," he said after
a short pause. "Do you know that none of them are actually from the
Koran?"

"What's that got to do with anything?" asked the sceptic.

"The point is that language rules us and we don't even know it. Fanon
knew. And the internet, it's a giant market where only their message can be
heard. The language of the internet is the language of the colonials.

"When we fought to evict colonials from our lands in past times, it was
simpler. If they physically left our soil, we could go back to the way things
were. They would have taken their ways with them if they'd left. Today,
even if they leave, their technologies stay; worst of all, their internet and
their TV remain. It no longer matters whether the people themselves leave.
They can stay, who'll notice? It's their presence in our houses, in the minds
of our children through the internet, through games and Western dramas,
that is the real problem. They control us through the net, and its instant
translation® of any message they want to send us into any language they
want.

"You mustn't forget our strategic objectives in the midst of gaining our
tactical target," he continued. He held up his fingers, and counted off the
points. "One: water and oil must be o