At the same time as a warning indicator flashed across his Head Mounted
Display, Sergeant Campbell heard a voice, "Patrol, be advised that the threat
assessment has increased to level three.” The voice wasn't Warrant Officer
Desai's, but that of a Command computer located at Canadian Task Force
Zefra Headquarters (CTFZHQ). The same message would be flashing out to
every other patrol simultaneously.

Corporal Blackmore was speaking but Sergeant Campbell waved him silent.
"What's up?"

"Recon shows heightened activity," said the computer. "Be alert to friendlies
leaving your vicinity and anyone else arriving." Campbell frowned and
turned to look behind the vehicle. Two sweating men were carrying a load
of boards across the street amid the usual swirl of burkas and long modest
dresses. Everything looked normal.

"Patrol, dismount,” he ordered. "We'll take it on foot from here."Campbell
reached for the door handle-

And back at Ops, Warrant Desai's eyes
widened as the mission aerostat's
profile signature software found a
match. "Sergeant!" she began-

As the figure of a man above the patrol
holding a shoulder-mounted grenade
launcher reared up next to a chimney-

And Campbell's HMD flickered. His eyes
interpreted the flicker as a shape diving
on him from the upper left so he
instinctively ducked, and then there was
light and noise everywhere and the
dashboard came up and hit him in the
face.
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"l thought | was a well-trained man for war when |
landed here. Boy | learned about fighting, and learned
that | didn't know much. But I learned..."

General Jacques Dextraze, Chief of the Defence Staff

Reflecting on his experience in Normandy, June |944

“The nation that will insist upon drawing a broad line of
demarcation between the fighting man and the thinking
man is liable to find its fighting done by fools and its
thinking by cowards."

Sir William Francis Butler
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PREFACE

The Army is a vital component of the Canadian Forces, the key national
security institution charged with the defence of the nation. Meeting this
complex and demanding challenge requires constant preparation, logical and
sustained evolution, and advancement with purpose.

Between 1945 and 1989 Canada's Army was focused largely on the
cooperative defence of Western Europe. When the Cold War ended,
however, the Army entered a sustained period of exceptionally high
operational tempo as it conducted ops, and kept the peace in over a dozen
countries around the globe. Places previously little known to the Army
soon became household names. Kuwait, Bosnia, Croatia, Somalia, Rwanda,
Kosovo, and Afghanistan emerged as the new theatres of operation from
the 1990s forward to today. The current security environment and
anticipated future security challenges demonstrate that our Army must be
expected to operate anywhere, anytime, under any circumstances.

Today, the Army continues to prepare for the many new and increasingly
complex global threats that are emerging. Part of this process is the
exploration of Army future concepts and design studies employing diverse
methodologies. Since the origins of Canada's professional Army, literary
fiction has been a useful tool with which to engage in the illustration and
debate of future concepts.

Crisis in Zefra builds on the Army's strong tradition of looking and thinking
ahead. Although this book is set in a fictional location ten to fifteen years
from now, already we are witnessing the threads linking today to this
fictional—yet highly possible—vision of tomorrow. | invite you to read Crisis
in Zefra, debate its concepts, and participate in building the Army of the
Future.

Director General Land Capability Development
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INTRODUCTION

Though there are many ways to illustrate and debate concepts for future
warfare, perhaps no simpler and more straightforward method exists than
that of literary fiction. As such, this tool has remained a constant favourite
in the belt of future thinkers in western armies, and has been regularly
employed to impart new ideas, valuable lessons learned, and to encourage
debate on what might be the next step.

This latest publication, Crisis in Zefra, follows a well-established Canadian
Army tradition of fictional narrative, the practice of which dates back well
over a century. Conceived by the Directorate of Land Strategic Concepts
and with the assistance of a science fiction author and illustrator, Crisis in
Zefra was constructed with the aim of introducing possible future systems of
command and control, new technologies and post-modern tactics,
techniques and procedures. At the same time, Crisis in Zefra may appear
eerily familiar to some; the sense of familiarity is intended to keep the story
plausible while exploring the not yet possible. Most importantly, the story is
intended to introduce but one of many concepts of how Canada's Army may
fight its future wars, with the hope that the reader will deconstruct, analyze,
and debate the ideas presented here.

Much is said about Army transformation, but in order to remain relevant
and successful, the Army must relentlessly reassess itself as an institution and
explore new options. As the security environment continues to mutate, it is
our duty to ask "what if?" and constantly explore alternative futures, any one
of which might become a reality for us down the road.

In 2003, the Directorate of Land Strategic Concepts published Future
Force,” a theoretical conceptual framework designed to assist the Army
leadership and those staffs working on the Army of Tomorrow constructs.
It describes an outlook and trends that reach out to 2025 and it provides
recommendations to allow the Army to evolve to meet and conquer the
challenges it will face in the future.

Crisis in Zefra is designed to act as a follow-on to Future Force, putting some
"meat on the bones" of the ideas explored in that publication. Readers
should note that the discussion/lessons sections at the end of each chapter
are designed to complement Part | of Future Force. Readers are
encouraged to consult that publication as they read and debate the ideas

> http://armyapp.dnd.ca/disc-dcsot/docs/FPAC_eng.pdf
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and issues raised throughout this work.

Most importantly, | ask that you think about the Army of the future, debate

its concepts as illustrated here, and let us know what you think. Your input
is critical to our success.

Director Land Strategic Concepts
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Her minder’ beeped again. Ebun Ishangi ignored the computer?; the taxi
was already passing the bomb sniffers® outside the National Defence
Headquarters (NDHQ) Ottawa building. Whatever it was this time, it could
wait the minute or so it would take her to get through the building's
multiple security layers® and reach NDOC.

It had been odd, this silent drive through the empty pre-dawn streets of
Canada's capital. April snow lay piled everywhere, but the sun would be hot
today; the Rideau was dark and clear of ice, but the news on the radio still
talked about ice-fishers stranded on Lake Simcoe. In winter, Ottawa
resembled the illustrations in the book of Russian fairy tales she'd owned as
a girl; in the summer it was a green parkland with isolated towers poking up
here and there through the foliage, a city overtaken with green like the
abandoned London of H.G. Wells' The Time Machine.

In April, at night, it balanced between two worlds, like no place she had
ever seen. Black and quiet, like a seed erupting. The faces visible at donut
shops and gas stations were closed and private, conversations inaudible. Yet
every few minutes her minder” would beep again, a tiny cry of alarm that
signalled that somewhere, something had gone wrong.

Because they had called her, that "somewhere" was in Africa.

She stepped out of the driverless cab® in a swirl of black-and-red skirts. A
mud stain decorated the hem from a puddle she'd stepped in on her way
out of her apartment building. She didn't bother to examine how well she'd
cleaned it but briskly strode through the glass doors of NDOC, her
hesitation barely perceptible as they verified her identity: Ebun Ishangi,
translator and specialist’, East African cultures. Recently, Canadian citizen.
Always, a deep vessel of memories of the sun-blasted and abject continent
from which she had escaped.

* http://www.newsfactor.com/story.xhtml?story_id=31342
* http://www.mobilemag.com/content/100/102/C2622/

* http://www.sciencentral.com/articles/view.php3?language =english&type
=24119&article_id=218391158&cat=3_3

¢ http://www.biometrics.org/html/introduction.html
7 http://www.pcmag.com/article2/0,1759,1612231,00.asp
® http://www.time.com/time/200 | /inventions/go/inbus.html

* http://www.mcneilml.com/
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Officers and staff criss-crossed the foyer; something was up that hadn't yet
made the news feeds'®. On the drive up, Ebun's eyes had flicked again and
again to her customized news aggregator'', which like a faithful dog had
followed her from home, temporarily displaying itself on the screen in the
back of the cab. She'd told it” to show her the latest from Africa—the only
words spoken in the cab after she gave her destination. There was nothing,
just a scrolling rehash of stale news. Into that absence, her imagination had
begun to project possibilities.

She was just checking her minder into security when a familiar voice made
her smile. "Ebun, there you are!" She'd always suspected that Raymond
Torretti could be a friend outside work, but the Foreign Affairs analyst lived
on Greenwich Mean Time" and she rarely saw him except when her job
floated her into his department. "Sorry to call you in the middle of the
night, but we need you on this one," he said.

She didn't ask what that meant; she had a good idea, but it wouldn't become
real until the name was spoken. She would wait.

They passed through the second set of security doors into the NDOC
working space. The building had been constructed during that quaint era
when the concept of the "office" had been awkwardly married to early
computer technology. Once subdivided into small rooms and large open
areas full of cubicles, the interior of the building was now carved into
various open circles'* fronted by curved walls; people stood or sat around
these, talking in small clusters or staring off into space. Scattered through
the space were a few glass-walled meeting rooms'® and many windowless
cubby-holes. Ebun spent much of her time alone in those little rooms,
staring at blank walls through augmented reality glasses'® that made her
believe, at times, that she was really back in Africa.

"Where do you want me to sit?" she asked, looking around.

"Doesn't matter," Raymond said. "The whole place is on this right now. It

"% http://www.wired.com/news/infostructure/0, | 377,63538,00.html
- http://www.disobey.com/amphetadesk/

"> http://zdnet.com.com/2100-1104-5137597.html
http://www.silkrc.com/Columns/BizXCulture/TimeZones.htm
http://www.cs.unc.edu/Research/stc/
http://www.glassresource.com/sub/special/privacy.htm

http://www.ait.nrl.navy.mil/vrlab/pages/equipment.html
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started this morning with a patrol," he added as he handed her a pair of the
dark-lensed frames". "It's been escalating ever since—?

"Morning my time, or your time?"

"My time," he said. She switched on the glasses, and the space around her
came to life, full of virtual screens and windows, scrolling numbers, and
menu reticles. The theatrical metaphor'® of computer interface design had
finally displaced the old "desktop" metaphor—at least here. Ebun still saw
the old flat-screen devices in libraries and government offices. And they
were all she'd known back home.

Back home . . . "It's happened, hasn't it?" she asked as Raymond led her
towards one of the sunken areas where a crowd was standing and sitting
around a virtual cloud of moblog" aggregators and status windows.

Raymond nervously scratched his iron-grey hair. "That's why | called you.
We maybe could have gotten by without you—it's not that big a deal yet—
but the place where it's happening . . . "

"Is mine," she finished grimly. They had reached the edge of the sunken
oval, and it did seem like a theatre® with its largely seated audience half-
surrounding a stage made of light, its virtual sets the very heat-wavering
streets and washed out skies that Ebun had fled. And there they were,
coming on line all at once through dozens of independent video
aggregators’': the streets she had despised and tried to forget, the markets
whose squabbling crowds invaded her dreams to this day. A vast,
incoherent riot of humanity swirling for centuries around the white towers,
standing for generations like an eddy in a fast stream; threatened now by the
greed for oil and water? that had seized the entire subcontinent.

"Zefra," she whispered, and she didn't know whether it was a prayer or a
curse.

- http://www.microopticalcorp.com/Products/HomePage.html
- http://www.astralsite.com/Drama/read3.html

" http://www.textamerica.com/mobinfo.aspx

* http://www.usatoday.com/tech/columnist/ccmak005.htm
' http://www.dada.at/blendobox/2004/02/10

2 http://www.itt.com/waterbook/Wars.asp
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The sun had just risen but already the asphalt was softening in the heat.
Sergeant Leslie Campbell looked down at where his boots had dented the
surface of the Canadian Army compound's courtyard and shook his head.
"Make sure that thing's air conditioning works," he said, "or we're gonna fry."

"Vehicle says it works®,? said Corporal Michel Marchand from where he
crouched next to the tires of the Mark Il Camel assigned to the patrol.
“Never known one to lie." He was changing a tire that the Camel's
vetronics had said was fatigued. The tire looked perfectly good to
Campbell, but Marchand's trust in his vehicles' opinions was absolute—to
the point where he was the butt of occasional jokes on the subject.

"Might be too late for these little guys," said Corporal Arnold 'Daz'
Blackmore as he sorted through the carton of inert swarmbots™ in the back
of the Camel. "Looks like somebody left them out in the sun a tad too long.
Better get a new batch before we set out."

"OK, and make sure the dragonflies® are working," said Corporal Marcie
Tam, the last member of the squad, as she handed Marchand a slightly less
battered-looking auxiliary fuel cell battery® than the one now in the Camel.
"Sure, you can spot the dug-up dirt of a mined road if you set your head
mounted display” to highlight recently-turned gravel. But some people still
use car bombs, even with the sniffer”® technology. Forget air conditioning
and tires, we need good drones” like these 'bugs®?

Campbell ignored them all, leaning on the Camel's fender to take one last
unmediated look at the shimmering rooftops of the ancient city, before
putting on his head mounted display®’. This one was terribly uncomfortable,

? http://www.ndia.org/Content/NavigationMenu/Meetings_and_Events/
Past_Events/2003_Intelligent_Veh_3570.htm

* http://www.irobot.com/governmentindustrial/product_detail.cfm?prodid=33

» http://www.nationalgeographic.com/tv/explorer/exp03 | 603.html

% http://www.fuelcellscanada.ca/tresearch.html
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http://www.darpa.mil/mto/displays/hmd/index.html

% http://news.nationalgeographic.com/news/2003/10/1001_031001 _tntsniffer.html

? http://scmstore.com/english/robotic/biorobots/zona_robobiologica.htm

** http://www.wired.com/news/gizmos/0,1452,47879,00.html

*' http://www.advancedvisualtechnology.com/
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unlike the extremely comfortable set-up he bought for use at home; he
often joked that HMD actually stood for "Head-Mangled Display.™ If only
the military's procurement system could keep up with the latest
innovations®, he thought.

The houses and towers of Zefra rose in waves up several low hills, each
wave a snapshot of a different time. The old town at the very center was of
mud-brick and stone, its rooftops festooned with obsolete satellite dishes
now rusting or turned into rain-catchers by industrious locals. Around that
were the mosques and white-columned mansions of long-forgotten
Ottoman conquerors, and ringing them the jarringly out-of-place manors
and pubs of the British colonial era. Then the city sprawled out into an
endless maze of concrete boxes and burnt-out lots, the residue of
twentieth-century slums. Only at the edges was the city modern. Here,
you could pour a foundation slab and erect a white fullerene and nylon* tent
over it in a couple of days®; the tents were nearly bullet proof* yet
translucent, but best of all cheap. Presiding over the sea of white triangles
were dozens of windmills”, which provided electricity in local grids and ran
neighbourhood water purifiers®® as well.

Campbell and his squad had been asked to have faith that this new Zefra
represented the future. Zefra was an independent city-state; so were most
of the large cities in Africa, since the collapse of the old colonial nation-
states. With the population pouring into the cities from the devastated
countryside, this was where the political power was concentrated anyway.

Zefra was about to host the first election in the region in years. The new
leaders of the city would carry tremendous influence over Zefra and its
extensive hinterland. Supposedly, the international coalition, which included
the Canadians, would ensure the election happened with a minimum of
violence. The new Zefra was expected to improve after that.

> http://virtualreality.physiol.ox.ac.uk/headfixed.html

* http://www.cesweb.org/attendees/awards/innovations/rd_honorees.asp?boi= |
* http://www.americanscientist.org/template/AssetDetail/assetid/28780/
page/9;_ Bk8

35.
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* http://www.discover.com/issues/aug-04/rd/bulletproof-fatigues/

- http://www.siemenswestinghouse.com/en/windpower

38.

http://crnano.typepad.com/crnblog/2004/02/green_nanotechn.html

* http://robotics.eecs.berkeley.edu/~ pister/SmartDust/
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Old ways meet new technologies in Zefra City.
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Looking out at the sprawling expanse of the old city compared to this tiny
neighbourhood of virginal white, Campbell couldn't find it in himself to be
hopeful. Nothing planned had ever come out as expected here. The city
had never stood on its own, but no conqueror had mastered the intricate
tangle of alleys and side streets well enough to force Zefra into submission
either. With each wave of conquest had come guerrilla cells that took
advantage of the chaos of rooftops, water drains, and narrow alleys to do
hit-and-run attacks on the invaders.

History was repeating itself. The international coalition was trying to
restore order and sanity—and sanitation—and supposedly, the majority of
the citizens wanted the coalition here. The problem was the vicious
minority. So far the coalition troops had been billeted on the edge of town,
venturing into the city only during the day. Campbell had seen all this in
other trouble spots; how could you win the hearts and minds of a citizenry
when you hid from them behind barbed-wire and walls?

He sighed and fitted the HMD to his head, then strapped on his helmet.
The indicators in his peripheral vision signalled green, so he said, "Ops, C2
check, over."

Twenty meters away, in the top-floor headquarters of the Canadian
peacekeeping contingent, Warrant Officer Vandna Desai saw a kind of virtual
ripple of data packets spreading out through the smart dust® covering her
three-dimensional display of Zefra®. "All systems green," she said.

"Acknowledged," said Campbell's voice in her ear. "Always good to know
you're being watched from on-high."

She smiled; her own HMD was in fact giving her a view from far above the
city. As Operations Warrant Officer, Desai was responsible for monitoring
the situational awareness* for the patrols. The virtual city over which she
watched was an amalgam of live data from an aerostat” hovering fifteen
kilometres overhead, swarming sensors scattered throughout the streets
and rooftops, and a three dimensional computer model of the city that was
accurate down to a decimetre.

Campbell's communications weren't coming in by radio, but rather were
being relayed through the sensor swarm®, which itself used 4th generation

“ http://store.sharpsystems.com/product.asp?sku=2555920
- http://www.darpa.mil/ato/programs/suosas.htm
- http://www.2 | stcenturyairships.com/HighAlt

- http://www.pcmag.com/article2/0,1759,1610203,00.asp
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WIFI*, infrared® (IR) and terahertz* waves to make interference or signal
jamming—or triangulation—virtually impossible. Coupled with the
augmented reality’ and voice-recognition® built into his HMD, this system
provided exceptional situational awareness and greatly simplified radio voice
procedure.

Before coming here, Desai had known little about Zefra beyond its
reputation as a trouble spot for Africa's ongoing water and oil wars. From
her godlike perspective above the city, she already thought she knew it
better than she'd known Montreal before leaving home. She could zoom
through the model as if flying through the real city, penetrating the walls” of
houses and garages, automatic system agents counting vehicles and foot
traffic® as she went. Not all the city was open to her view, however; there
were gaps caused by an earlier database crash. Hence today's patrol.

She checked to make sure that the patrol's orders had been sent to their
HMDs during the command and control check. Aside from showing the
flag, they included a LIDAR®' sweep of the southeast quadrant of Old Town.
Directions had already been downloaded into the Camel and its semi-
autonomous follower vehicle®’; in a very real sense, the soldiers were just
along for the ride today.

The election was scheduled for tomorrow. So far, things had been calm at
street level. The patrol's biggest job was to be a visible presence and
reinforce the message that the coalition was here and ready to protect the
people's newly established rights.

Campbell read the orders and nodded, a motion he knew would be relayed

“ http://www.wi-fi.org/OpenSection/why_Wi-Fi.asp?TID=2
- http://www.infraredsystems.net/

* http://www.darpa.mil/MTO/Terahertz/
- http://www | .cs.columbia.edu/graphics/projects/mars/mars.html
“ http://www.wired.com/news/wireless/0, | 382,47545,00.html

“ http://pubs.drdc-rddc.gc.ca/BASIS/pcandid/www/engpub/DDWW%3DCA
NAME + +PH+I1S+%27DEFENCE +R%26D + CANADA +-
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2 http://www.globalsecurity.org/military/systems/ground/follower.htm
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back® to Desai as a confirmation signal. "Mount up," he said to his patrol.
“We're going to the old town."

"At least there's some shade there," said Daz as he slammed the Camel's
door.

The two vehicles, piloted and unpiloted, exited the base and immediately
slowed to a crawl as they moved into the stream of foot traffic, bicycles,
donkey carts and decrepit cars all heading for the city center. This was
Zefra's daily commuter scene, a nauseating ordeal if you had to face without
climate control. Campbell wanted to keep the windows and convertible top
shut and the air-conditioning blasting, but accessibility to the locals was
important, so he rolled down the window and nodded when an old man
sauntered up next to the vehicle.

The man held up a paper-wrapped bundle. "Hello, hello," he said in a thick
accent. "Spicy food, hot food, is good on hot day, yes?"

Daz stared at him incredulously. Next to him, Marchand was checking the
Camel's bomb-sniffer* readouts. There was no sign of explosives in that
little bundle, but it smelled strongly of curry. "I'm sorry, sir," said Corporal
Tam, "but we can't while we're on patrol."

"I have web site!" The old man held up a sheet of e-paper® hung around his
neck. The grimy square flicked through English, French and Arabic too fast
for Campbell to read, but there was a recognizable website address
persisting at the bottom.

"You sell your stuff on-line?" asked Daz. The old man nodded vigorously.

"Algiers, Tunis, even Paris! Nobody know where | am, with courier service
it not matter. Rich people buy. Is exotic."

"Who'd a thunk it," Daz muttered. He'd spotted a clear area near an Non-
Governmental Organization (NGO)-run vaccination station and now
slapped the dashboard, a gesture the Camel understood® to mean "drive
on."

"Nothing like a good courier service," commented Marchand as the old man
disappeared behind them.

** http://www.acm.org/crossroads/xrds3-3/haptic.html

** http://news.nationalgeographic.com/news/2003/10/1001_031001 _tntsniffer.html
** http://reviews-zdnet.com.com/4520-6033 _16-4205284.html

* http://www.computerworld.com/softwaretopics/os/story/0,10801,73729,00.html
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Two sunburnt, blonde women at the vaccination station waved as the patrol
passed. Daz waved back (causing Tam to elbow him) but Campbell kept his
eyes on the crowd. He was aware of being watched by dozens of people in
that mass of humanity; the peacekeepers were relied on, but treated with
ambivalence here. They could not always tell friendly from hostile gestures,
and despite Campbell's alertness none of them noticed as a man leaning on a
vegetable-seller's table pulled out his minder and punched a speed-dial
number into its phone program®.

&

"Here are the game levels®," said the aging programmer. He ducked his

head to the men assembled around the battered old table as he waved a
thumbnail-sized media chip® in their general direction. Once Mastan
Nouria's minder beeped to signal receipt of the data, he practically ran from
the room.

"l don't understand this," muttered one of Nouria's lieutenants. "Game
chips? Minder phones? Why don't we just put a rocket into their
compound and then storm the place?"

Nouria smiled. "Because we'd lose. Even if we took the place. After all,
THAT's not the place we want to take, is it?"

There came another knock. Idris Kabadi, Nouria's second in command,
poked his head around the door. "There was a message through the
anonymous remailer®," he said. "They're on the move."

Mastan Nouria, leader of the Zefra cell of the Fanonist Irredentist Fellaheen,
glanced down at his minder. It was unrolled like an ancient scroll* across
the tabletop, and now displayed® a blinking icon confirming Kabadi's news.
"Good," he said. "Esteemed colleagues, it is time for us to disperse to our
particular tasks. From this point forward, we communicate by semaphore
or remailer only. Presuming," he said to Kabadi, "that the loyal supporters of
our cause are on the rooftops with their flags?"

%" http://techrepublic.com.com/5100-6255-1043593.html

% http://www.conitec.net/adinfo.htm

> http://www.fuijifilm.co.uk/digital/accessories/xdcard/index.php?flash=6

 http://www.andrebacard.com/remail.html

6l.
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"They are, sir."

“And that's another thing," said the lieutenant who'd spoken earlier. "Flags?
Why not just use the minders? They can't zero in on our position fast
enough to—?

"But they can," said Nouria. "l've seen it done. And they can listen® in when
you call someone, once they know who you are. No. We do this my way."

"But games®*, minder phones . . ."

"Are the appropriate weapons if you want to take a city these days. The old
ways will not work."

He sat back, steepling his hands, as he stared around at the men. "l've been
writing down the sayings that the locals attribute to the Koran," he said after
a short pause. "Do you know that none of them are actually from the
Koran?"

"What's that got to do with anything?" asked the sceptic.

"The point is that language rules us and we don't even know it. Fanon
knew. And the internet, it's a giant market where only their message can be
heard. The language of the internet is the language of the colonials.

"When we fought to evict colonials from our lands in past times, it was
simpler. If they physically left our soil, we could go back to the way things
were. They would have taken their ways with them if they'd left. Today,
even if they leave, their technologies stay; worst of all, their internet and
their TV remain. It no longer matters whether the people themselves leave.
They can stay, who'll notice? It's their presence in our houses, in the minds
of our children through the internet, through games and Western dramas,
that is the real problem. They control us through the net, and its instant
translation® of any message they want to send us into any language they
want.

"You mustn't forget our strategic objectives in the midst of gaining our
tactical target," he continued. He held up his fingers, and counted off the
points. "One: water and oil must be ours. Two: the city must be on our
side. Three: we must use both One and Two to restore Zefra's culture, by

031505.asp?trk=nl
¢ http://www.allbusiness.com/articles/content/23787.asp
“ http://www.unrealty.net/vsmm99/

 http://www.web-a-dex.com/translate.htm
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ending the dominance of the internet-crazed foreigners." Abruptly he stood
up and slapped his hand on the table. "Now, listen! Only number One—
only One!—can be achieved using conventional weapons." He held up his
minder, on which a splash screen for the popular game Fire in the Gulf was
emerging from digitally-created smoke. "Two and Three will be achieved by
using the occupiers' own toys* against them."

He stalked to the tower's door and opened it on bright sunlight. Nouria
gazed out at the whitewashed roofs for a moment before closing the door
against the heat.

“It's ironic that it is Canadians who are about to be killed," he said absently.
"After all, it was their philosopher Marshall McLuhan” who'd said that
politics would eventually be replaced by imagery. Today, we prove that
adage."

The others had risen from their chairs, and Nouria waved them past,
shaking hands and hugging each as they passed the doorway. When they
were gone, he waited, listening to the sound of engines starting in the
courtyard below. After the last vehicle rumbled away, he closed the door
and returned to his minder.

In the dusty courtyard below Kabadi waved the last pickup truck out into
the street. It's actually happening. He heaved a sigh, wiped his forehead in
the oppressive heat, and glanced once at the white tower where his
commander still sat. Then he pulled out his own minder and made a call.

"Achta? Have the children left for school yet? Well, go get them. | don't
care. Pull them out. Today they stay home."

He snapped the minder shut, and frowning, went to close the gates to the
small, oil soaked compound.

o

Twenty minutes later, Desai was frowning at her display. "This is odd," she
muttered.

Major Monet looked up. "What?"

¢ http://www.simulation.com/training/Military_Sim/military_sim.html

¢’ http://cnn.technology.printthis.clickability.com/pt/cpt?action =cpt&title
=CNN.com+-+The+screen-age%3A+Our+brains+in+our+laptops+-
+Aug+2%2C+2004&expire=-
[&urliID=11195935&fb=Y&url=http%3A%2F%2Fedition.cnn.com%2F2004%2FT
ECH%2F08%2F02%2Fschool.internet
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"Sorry, sir. It's just a small anomaly in the traffic patterns picked up by the
agents."

Monet walked over. "Show me on the big board®."

Desai transferred her view to the large wall display”. Zefra rotated before
them, the dust and heat-wavering air edited out to show the city as it never
had been: radiant and perfect. The streets of the city rippled faint green, an
abstraction that represented the daily comings and goings of thousands of
people”™. The Doppler”' radar mounted on the Canadian aerostat™ high
above the city had recorded the movements of truck, bike and donkey for
weeks. By now Desai's programs had a very good idea what a normal
morning in Zefra looked like.

"It's all statistical," said Desai doubtfully. "But usually you have an outflow of
children from these neighbourhoods," she highlighted an area near the
downtown, "as they go to school, while the parents head off to work." It
was just a flow of dots to the computers, but it was consistent day in and
day out. "But today some of the flow's reversed itself—spreading out from
this point." She pointed to a low building on the edge of the Imperial British
sector.

"What's that?"
"A school, sir. Maybe it's a holiday?"

Monet shook his head. "If they knew it was a holiday, they wouldn't go to
school and then come home again, would they?" He scowled at the image
for a while. "Anything else?"

"Some vehicles radiating out from a central point, where they haven't
before." She indicated a tower in the tangle of streets that was the old
town. "l checked the archive™. Six pickups all arrived at this compound
within the past two weeks. None went out until this morning."

"See if you can locate them." It could just be somebody starting a new

% http://www.afrlhorizons.com/Briefs/Sept01/IF0012.html

¢ http://www.stereo3d.com/projection.htm

7 http://www.scr.siemens.com/smvp04/

' http://www.usatoday.com/weather/wdoppler.htm

> http://www.theregister.co.uk/2005/04/ | 3/broadband_airship

7 http://newsinfo.iu.edu/news/page/normal/57 | .html
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business. Uneasy, but unsure why, Monet walked back to his desk. He sat
down and stared at the city sprawling across the far wall. Then he nodded
and tapped a key on his computer.

&

"I didn't know this was here," said Daz. He lowered the window of the
Camel, letting in a blast of heat, and examined the marketplace that almost
blocked the street ahead. The main article for sale in this part of town
appeared to be refurbished truck fuel cells™.

"The ground map's incomplete," said Campbell. "That's why we're here . . .
and it looks like the LIDAR's on the job." Behind them, the glass and metal
dome perched atop the autonomous follower vehicle was nodding up and
down. The laser it emitted was invisible, but back at headquarters, Desai
would be noticing the addition of windows and doors to her detailed city
model. From now on, as they drove, the LIDAR would be building a nearly-
perfect three-dimensional model of the streets and facades around them.
Campbell had looked at one back at the base; eerily, the model included any
non-moving humans, who were just objects as far as the LIDAR was
concerned. You ended up with a dense wire frame model that included
frozen featureless human shapes, like those ash-covered bodies he'd seen in
pictures from Pompeii. Somebody had told him they edited them out of the
versions they showed to the media; too disturbing.

Five meters ahead of the Camel, some children were laughing as they
chased two palm-sized helicopter drones”. The drones were part of the
Camel's standard kit; it would have been odd to see a Camel that didn't
have one or two of them circling around it. These ones bounced up into
the air, out of the children's reach, momentarily putting them too far from
the ground to sniff out any nearby explosive devices. Campbell wasn't as
confident as Tam about the little devices ability to find Improvised Explosive
Devices (IEDs); but it was true that such attacks were rare these days. The
very presence of the little dragonfly-like drones discouraged would-be
attackers from trying to plant explosives ahead of a vehicle.

Given enough time, the patrol would supplement the LIDAR with internal
scans of the buildings done using terahertz waves™. The outskirts of the city
had been imaged that way. The plan was to eventually be able to support
mission specific rehearsals of house-to-house combat in these simulated

™ http://www.hydrogenics.com/products_strategy.asp
7 http://www.freerepublic.com/focus/f-news/ 10599 19/posts

7 http://optics.org/articles/ole/7/9/5/1
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environments” from throughout the entire city.

As long as the ability to do it didn't make it more attractive, Campbell
thought in private moments.

"Move ahead," he said, slapping the dashboard. At least Daz had been right
about one thing: there was shade here.

At the same time as a warning indicator flashed across his HMD, he heard a
voice. "Patrol, be advised that the threat assessment has increased to level
three."

The voice wasn't Desai's, but a Command computer. The same message
would be flashing out to every other patrol simultaneously.

Daz was speaking; Campbell waved him silent. "What's up?"

"Recon shows heightened activity," said the computer™. "Be alert to
friendlies leaving your vicinity and anyone else arriving."

Campbell frowned and turned to look behind the vehicle. Two sweating
men were carrying a load of boards across the street amid the usual swirl of
burkas and long modest dresses. Everything looked normal.

"Dismount," he said. "We'll take it on foot from here."
Sergeant Campbell reached for the door handle—

And back at Ops, Desai's eyes widened as the aerostat's profile signature
software” found a match. "Sergeant," she began—

As the figure of a man holding a shoulder-mounted grenade launcher reared
up next to a chimney—

And Campbell's HMD flickered. His eyes interpreted the flicker as a shape
diving on him from the upper left so he instinctively ducked, and then there
was light and noise everywhere and the dashboard came up and hit him in
the face.

o

Desai spun in her chair. "Sir, we have weapons fire. It's the LIDAR patrol in
Sector Four."

77 http://www.newscientist.com/article.ns?id=dn7130
75 http://www.aaai.org/AlTopics/html/natlang.html

> http://cgm.cs.mcgill.ca/~godfried/teaching/pr-web.html
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"What's their status?"

"Direct connection is down, sir. Their suits® are going to have to build an
ad-hoc network with the local smart dust. It could take a minute or two."

Major Monet nodded. The Camel's vetronics® weren't responding. The
patrol's smartsuits® would compensate by pinging the nearest smart dust
sensor, where it lay in evestroughs, alley or rooftop. The smart dust would
use simple algorithms derived from ant behaviour® to locate a relay path
back to Ops. Meanwhile, the patrol was on its own.

"What's their last video feed show?"

Desai called it up on the wall screen, while at the same time zooming in on
the patrol's last location® using the aerostat cameras. The patrol's cameras
showed a blurred picture of a silhouette on a rooftop; the frames advanced
and it was obscured by smoke; then static filled the frame.

"Here's the aerial view." Desai put it on screen. "The vehicle is intact®, sir!"
e

Everything was rattling around like dice in a cup and a swirl of smoke
darkened Sergeant Campbell's vision. It came to him dimly that some
gigantic sound had accompanied the rocking, but it all seemed to have
stopped. Hopefully that was the sound-dampeners® in his helmet kicking in.

Campbell spun in his seat. "All around defence!" He could see the others
clearly, but they were all faintly overlaid by abstract collections of coloured
shapes: a transparent ball around the head, squares over the chest and
rectangular boxes covering their arms. The enemy contact had
automatically activated the tactical persona® that the HMDs provided to
make threat-detection and enemy recognition easier. All the blocky shapes

- http://web.mit.edu/isn/research/researchprojects.html

- http://www.tacom.army.mil/tardec/vetronics/vethome.htm

- http://web.mit.edu/isn/research/team07/project07_03.html

% http://www.bath.ac.uk/mech-eng/biomimetics/about.htm

% http://www.inertialengineeringinternational.com/inssystems.htm

% http://www.dstl.gov.uk/pr/press/pr2002/01-07-02.htm

% http://www.thetravelinsider.info/9nov200 | .htm

¥ http://www.evl.uic.edu/spiff/casa/
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were green; the HMD was telling him that nobody's smartsuit had been
penetrated or crushed by the explosion.

"Sergeant, your shoulder." Campbell looked down as he pushed the door
open, and saw that the virtual cube surrounding his left shoulder was yellow.

Daz's voice had sounded deeper than normal and flat as if he were
underwater; Campbell's earphones must be compensating for that ringing in
his ears by shifting the frequencies of the squad's voices.

People were running to and fro as he hit the ground and crouched behind
the Camel's open door. The HMDs were in full tactical mode now, so the
running personas left trails behind them. Almost all of them were
highlighted blue, which meant they were either facing away or moving away,
or both.

The HMD had retained a memory® of the incoming grenade's trajectory.
Campbell and the other three members of the squad could clearly see a
fading red line stretching from the charred hood of the vehicle up through
smoke and hovering dust to a nearby rooftop. He heard rifle fire now, but
the sniper-detecting directional microphones were down, destroyed by the
rocket-propelled-grenade (RPG) blast. He shouldered his CM29% combat
rifle and fired back up the virtual red line as the others piled out of the
Camel.

"Secure that entrance!"
"Which one?" It was Daz's voice.

He looked around and realized that Daz and the others had exited the
vehicle on the opposite side. He could still see them, or rather their
personas, as if the Camel were transparent. The HMDs still displayed the
tactical personas and they knew where people were because they
interacted with positional sensors™ in the smartsuits. Campbell's own
persona would also be clearly visible to the rest of the squad.

Now Campbell sat back and gestured with his hand®'. A thin white line
appeared in front of him and he grabbed at it. It wasn't a real object, of
course, but another artefact of his HMD. His smartsuit interpreted the

% http://www.computerworld.com.au/index.php/id;2 18358609;fp; | 6;fpid;0
¥ http://globalsecurity.org/military/systems/ground/m29-oicw.htm
* http://www.baesystems-gyro.com/News_MEMS_INS_GPS.htm

°' http://newsvote.bbc.co.uk/mpapps/pagetools/print/news.bbc.co.uk/2/hi/
technology/3873481.stm
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motions of his hand” and let him swing the line around, pointing it at the
entrance to a building adjacent to the target's.

“That one," he said. "I'll cover you."

He set his rifle to automatic, raised it and fired. Behind him Tam was
cursing.

"Heavy weapons are locked, Sergeant!" she shouted. Campbell glanced
down at his rifle. Damn. All those blue icons had caused the patrol's
weapons locks to kick in. Their side arms were operational, and the rifles
would fire, but would not fire grenades or hyperbaric rounds unless
Campbell overrode them. The locks were intended to prevent collateral
damage in situations exactly like this one.

The patrol's heavier ordnance, mounted on the autonomous follower-
vehicle, wouldn't work at all while the lock was in place.

His squad was in danger, crouched behind the thin cover of the vehicle.
Before deciding whether to remove the lock, he had to put them in a
position where they could go offensive. He stood up and started firing
individual rounds at the rooftop. "Go!" Hopefully anyone up there would
duck, or failing that choose him over his patrol as the better target.

The others rushed the entrance . . . and there was no return fire. Daz
veered off to crouch behind another parked car. He waved at Campbell to
make his own move.

Something crunched under Campbell's foot as he readied himself to run. It
was one of the swarmbots™ from the carton in the back of the Camel. "In
ten, Daz."

He dove back into the soot-smeared vehicle. The damage looked far worse
than it probably was; the Camel had electric armour™ that discharged a
tremendous jolt into any incoming armour-piercing ordnance. The result
was a big external blast but no internal damage.

The swarmbots * carton was intact. With it under one arm, he ducked and
wove his way to the doorway while Daz laid down covering fire. There was
no more return fire. Had this just been a hit-and-run attack?

"Sarge, are you hurt?" Marchand took the carton from him. Now Campbell

> http://www.cybernet.com/~ccohen/gesture.html
* http://www.wired.com/wired/archive/ | 2.02/machines.html

** http://www.dstl.gov.uk/pr/press/pr2002/01-07-02.htm
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Coordinating attacks against Task Force Zefra.
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finally had a moment to check out his shoulder; he tuned down the tactical
persona and looked. The material of the smartsuit™ was frayed and
discoloured, some fine black fibres furring out around the seam. But he felt
no pain®, and the shoulder moved just fine. "Had my bell rung. Suit caught
some shrapnel," he said, thinking that the material had probably saved his
arm. "lI'll reset its status to green."

&

..."I'l reset its status to green," said a voice in Warrant Officer Desai's ear.
She looked over at the major; he'd also heard. "Patrol back on line," she said
anyway, and turned to review their status.

"RPG, sir. No casualties." She'd been pretty sure of that already. As the
smoke had cleared around the vehicle, she had been able to watch through
the aerostat's” cameras as Campbell's patrol ran for cover. The attacker
himself had disappeared, leaving a spent launcher lying on a nearby rooftop.

All of Ops was moving into alert, and an auto-generated report on the
attack was already available on the big wall screen. Desai checked the
board, thought for a moment, then said, "patrol, our sims show a high
probability that this is not a hit-and-run attack. We see possible hostiles
converging on your position."

"We show a large number of civilians in your vicinity. Stand by for threat
identification." Campbell nodded acknowledgment to Desai.

Desai looked back at the virtual Zefra display, and something immediately
caught her eye. The aerostat's cameras showed several dots moving toward
the street where the patrol was holed up.

Desai reversed time in her display and watched the group zip backwards
and dissolve. All the figures had emerged form a street festival. She was
able to zoom closely enough to verify that none of them were carrying rifles
or larger weapons; but each held something to his or her ear, and had
something else in their other hand.

"A number of young men and women are approaching your position," she
said. "They appear to be unarmed mobloggers®," she added.

* http://www.pcmag.com/article2/0,1759,1612232,00.asp
% http://web.mit.edu/isn/research/team04/project04 02.html
97.

" http://www.sanswire.com/stratellites.htm

% http://www.wired.com/news/wireless/0, 1382,57431,00.html
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"Video scavengers," said Monet. "This will be all over the world in five
minutes."

A text-message from the patrol appeared on the big board. Campbell had
used macros to send it using only a couple of taps on the keypad on the
back of his wrist and several voice commands. The content was brief but to
the point: a request that Ops send a quick-response team and explosive
ordinance disposal (EOD) unit. A voice-to-text” message glowed
underneath this request: "enemy is fortified on upper floor of a low-rise."

Desai tapped a key to send an acknowledgement to the unit. The major
was leaning over her shoulder now, but as the Ops WO, it was her
responsibility to manage the situation. "I'm going to pull up the database,"
he said. "l want to know if this attack fits the profile of the FIE"

"Good idea, sir."
"Have you started response simulations?"
"Yes, sir." To her relief, Monet simply nodded and backed off.

Desai fed the initial report into the internationally linked assessment
network'®, and immediately a match came back. This attack was similar to
another that had happened in Menaka the previous spring. The similarities
included timing: both attacks had taken place at a crucial point in peace
talks aimed at stopping local FIF incursions. Both had originated in crowded
areas with lots of soft targets, and both seemed aimed at attracting
immediate media attention.

"Looks like the FIF again, sir," said Desai. "Could even be the same guy who
did Menaka."

"If so, then this is just the beginning," said Monet. "He'll be trying to start a
general revolt."

He had to give an answer to the patrol. He didn't hesitate. "Let the patrol
know that the quick response team is on its way," he said.

o

Mastan Nouria had his minder spread out on the table, and was reviewing
the location news sites when Idris Kabadi burst into the room.

"They've made our position!" shouted Idris.

> http://www.rapidtext.com/infosign.html

"% http://www.wired.com/news/privacy/0, | 848,58936,00.html
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Nouria stared at him. "You mean the patrol's position." He gestured at the
windows open in the surface of the minder. Various web cam views around
the city showed the international force's compounds. A small cloud of
autonomous flying vehicles had just erupted from the Canadian compound,
and its gates had swung back to disgorge several autonomous ground
vehicles. The Canadian force was entering the maze of streets that led to
the market, and the target patrol.

"No—Iook at the British!" Idris pointed.

Six armoured vehicles had pulled out of the British encampment. They
were swinging onto a main road that terminated not far from this very
tower.

"How do you know they're coming here?"

"One of the rooftop laser detectors went off. They did a LIDAR sweep of
the whole building from that damned balloon. | don't know how they knew
we were here—?

"Doesn't matter. Get ready to move out."

"Our location is compromised," Nouria gestured to a local boy who stood
near the window. "Send a semaphore," he said. "Position compromised.
Then get yourself out and meet us at the emergency rendezvous
tomorrow." He folded up his minder, and he and Idris ran down the stairs.
"What about Group Two?" he asked Idris as his second in command swung
open the door to an old Toyota hybrid truck.

"The Canadians are still alive," Idris said tightly. "But we have them pinned
down and the whole thing is being broadcast on phone cam'®'. Perfect
timing."

"Yes but they should have been dead by now. We need a diversion to keep
them from getting reinforcements," said Mastan. "Did Group Three place
the bomb outside the aid centre?"

Idris nodded. "They paid some local boys to knock down the little bomb-
sniffer helicopters circling the American embassy. The boys used a
badminton racket, apparently. The aid center loaned the Americans its own
sniffers, as we'd expected, so now they are vulnerable. But what good will
bombing them do? They are all the way across town."

". .. Closer to the British, | know." Nouria unfolded the minder and calling
up a city map, pointed to a snarl of intersections a quarter mile south of the

' http://msnbc.msn.com/id/5092826/site/newsweek/
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market. "This is where we're going to stop the Canadians."
"But we don't have anyone near there."

Nouria unrolled his minder. Images of Canadian soldiers firing into a raging
mob flickered across its flexible surface."

Idris Abadi looked at the picture in surprise. "Where's that happening?"

"Nowhere—in reality. But all | have to do is upload this simulated scene
created in the game engine, and we'll have a whole army."

o
" don't believe this." Tam was looking at something in her HMD.
"What are you doing, corporal?"

"Sorry, Sarge, my minder's been surfing the news feeds while we've been . . .
busy. It sent me an image it thought was important." She transferred the
picture to Campbell's HMD.

The sergeant squinted at a virtual TV screen that appeared to hang about a
meter away. On it was a miniature street scene that wobbled a bit. A tuft
of smoke hung in the middle of the scene. "What the—that's here."

Tam nodded. "This just came up on the Africa Today news aggregator."
Campbell leaned out cautiously to look down the street. Two young men
were loitering at the mouth of the street. Both were holding up their
hands, with small black objects just barely visible between their fingers.
"Minder phones. They're videoing us right now."

Daz leaned out as well and waved cheerfully. On the virtual screen, a tiny
grinning figure waved back.

Campbell stepped back and cursed. "What do you think the odds are that
those guys just happened to hear the explosion and came to look?" he asked
no one in particular.

Daz snorted. "As if." Marchand and Tam exchanged glances.

The initial confusion of the attack was fading. "If that's 'Fifi' up there, they're
relying on the media attention," said Campbell.

Ilso?ll
"So, deny them that and we deny them their objective."

Daz grinned. "Can | do it?"

25
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“No. There might be political fallout later. It's my responsibility. You start
pitching the swarmbots out there—and find out what happened to the
drones. I'm going to use a chip killer'®, so set your suits and HMDs to safe
mode and don't activate the swarm yet."

Campbell clicked a magnetic pulse grenade into the lower barrel of his
CM29. From inside the stall he had a clean shot at the loitering cam-
holders, while being protected from the sniper by the market building's
stout walls and roof.

“Throw out the bots," he said as he lined up his shot.

Campbell's grenade traveled in an almost straight line; the CM29 was
designed to deliver a grenade over a kilometre away if need be. He had
programmed his to explode at a scant sixty metres. There was a small puff
of smoke and a window cracked in the building next to the loitering youths,
but other than that there was no visible effect.

Daz was practicing his baseball pitch with the bots, which were round and a
bit bigger than golf balls. The few faces peeking out from the doorways up
and down the street disappeared; they probably thought Daz was throwing
grenades. But as Daz activated them each bot sprouted a blur of little legs
and scurried in the direction of the sniper's building.

Moments later a solitary micro-helicopter drone buzzed after them.

Campbell spared a glance at the mobloggers. Both had dropped their
minders and were now running away. A sensible reaction, now that
everything electronic they had was fried by Campbell's grenade'®.

The sound of the gunshots changed. Somebody was firing a shotgun at the
swarmbots. Several were hit but the swarm was robust enough to handle
50% casualties and still achieve mission success. "They're on-line and
reporting," said Daz after a moment. Campbell turned to look; through the
mud-brick wall of the stall, he could see the ghostly-superimposed
framework of a building coalescing like smoke. The bots were hopping in
through open windows and doors as the helicopter drone circled the upper
floors. Some were getting stuck—apparently somebody had laid down
double-sided tape below some of the windows. But every one that became
stuck relayed its experience to the rest, who avoided the exact route it had
taken.

"% http://www.abovetopsecret.com/pages/ebomb.html

"% http://science.howstuffworks.com/e-bomb3.htm
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Non-combatant icons began to appear as the bots used Doppler radar'™ to

locate human heartbeats and breathing. There were too many of them on
the lower floors. As the bots registered gunmetal or smelled'” explosives,
several blue shapes near the entrance turned red.

“| see two enemy on the top floor and three in the stairwell," Campbell said.
After a moment Desai said in his ear, "| have visuals. | confirm three enemy
in the southern stairwell." Campbell imagined three men gaping into the
camera and then hastily raising pistols to shoot the bot.

"Patrol, the men in the stairwell are in a defensive position and do not have
a line of sight on your position."

This was the moment for one of those decisions he might regret later.
Campbell remembered a previous tour of duty, in Pakistan, where the
confusion of close infighting with civilians nearby had resulted in a storm of
media criticism that crippled the mission. Policies towards weapons locks
had changed, after that—but would he become a scapegoat anyway if non-
combatants were killed today?

He sighed and unlocked the heavy weapons. Somewhere at headquarters
an indicator would be flashing. Hell, somebody in Ottawa probably already
knew what he'd done.

He'd worry about that later.

Turning to his waiting squad, he said, "okay, we're taking out that sniper.
Tam, keep an eye on the street. Marchand, load up a clip of shrapnels and
program them for . . . get a range on that window."

Marchand nodded. "Thirty-two meters." He and Daz dialled in the effects
they wanted on their rifles' magazines. The liquid-metal-head'® bullets
could be adjusted to provide a variety of effects, but the sniper might not
know they had them. After the weak gunfire he'd just seen, he might
believe that a simple rifle was all he was up against. He was in for a nasty
shock.

Marchand leaned out far enough to fire a volley of rounds into the open air,
aiming at a point at roof-height next to the sniper's window. Gunfire echoes
rattled up and down the street and Daz dove into the open, rolling behind

"% http://www.designnews.com/article/CAl 10182.html?stt=001 &pubdate =
019%2F19%2F98

105. http://www.sandia.gov/media/NewsRel/NR200 | /watsniff.ntm

"% http://www.newscientist.com/article.ns?id =dn4004
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the car where he'd hidden previously. Marchand kept firing at the sky until
Daz lined up his shot and fired off five rounds with clinical precision. He
gestured for the others to advance.

Then he and Tam were out and running up the side of the street as
Marchand peppered the target building with more cover fire. He now had a
better view of the sniper's nest: an empty air conditioner cradle below a
window. The surface of the wall around the window was peppered with
thousands of tiny shrapnel craters from Marchand's airburst shots. Though
his bullets exploded in mid-air, they obviously went off close enough to have
shattered the window as well. Daz had then used his laser sight to aim at
the ceiling of the room through the window; it was a simple matter to
program the thermobaric rounds'” to explode a meter shy of that ceiling.

The window was greyed by a dense smog that was starting to drift outside.
Daz's thermobarics had sucked all the oxygen out of the room. Whoever
had been in there was either sensibly gone, or unconscious.

Campbell tapped in the swarmbots' output, and saw that the men who had
been in the stairwell had moved.

"They seemed to be taking up positions in a ground floor room."

Meanwhile, numerous human shapes—probably non-combatants—were
hastily leaving the building's rear exits.

"We'll take out that room the same way," he said to Tam. "You—?

The whump was distant, its echoes overlapping the sound. But up and
down the street, windows rattled.

Daz looked around. "What was that?"

Campbell shook his head. "Doesn't matter. Focus on the job. Ops, are the
civilians all out of the building?"

There was no answer.
IIO 7II
ps...?
lca

"There was a line-up at the aid station," Raymond explained to Ebun as she
lowered herself into one of the available chairs. She couldn't take her eyes
off the scene of unimaginable carnage that hung, ghost-like, in the air before

' http://www.wired.com/news/conflict/0,2100,58094,00.htmI?tw=wn_ascii
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her. "Eyeball estimate puts the casualties at twenty," Raymond was saying;
Ebun barely heard him.

I know that place, she was thinking. As a child she had gone there twice a
week to receive food packages. The plaza that fronted the aid station had
always been crowded, and she remembered it being defended for a time by
UN troops. Now the place was a cauldron, its center a black tangle of still-
smoking metal and bodies. They were almost all Westerners, she realized:
the bomb had been carefully placed.

"The local coalition commander sent out a text-message within seconds to
every person in the city registered as knowing first-aid," continued
Raymond. "He smart-mobbed'® a complete coordinated relief effort in less
than a minute.

"This is a live moblog feed. The news aggregators have jumped all over it;
it's the top story. There's already a buzz of theories on the discussion
groups; they're blaming anti-election forces."

She shook her head, unable to tear her eyes away from the scene.

"Ebun?" Raymond put his hands on her shoulders, concerned. "We have
another situation that we need your help with."

She snapped out of her horrified reverie. "Yes."

Raymond turned and gestured with one hand; the images of the market
bombing disappeared. "What we need you to tell us," he said, "is what these
people are chanting." And now into Ebun's earphones came a rising tide of
voices, thousands of them it seemed in 2 musical waver of near-unison.

e
"...Ops!"

"Acknowledged, patrol. Stand by for arrival of backup strikebots. They'll
take care of that building for you."

" Acknowledged!" Behind the Major's crisp tones Campbell heard another
sound. He wasn't sure whether the uneven roaring was local or coming
through his headphones. Sir? I'm picking up a sort of sound—?

"Yes, patrol, we hear it too. It's coming in through the open window."

"But what—?

"% http://www.openp2p.com/pub/a/p2p/2003/03/13/howard.html
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"That," said Desai on the other channel, "is the sound of a flash mob'”
blocking the streets between you and your relief force. The bots will still
reach you because they're coming in by UAV. But as of right now, the squad
vehicles are stuck in the crowds."

Campbell turned to his squad. "Looks like we're on our own—the bots, and
us" he said grimly.

'® http://www.flashmob.com/
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DISCUSSION

Future Security Environment

"Under the White Towers" reveals a future security environment where the
Canadian Army continues to find itself engaged in an expeditionary role to
assist in the stabilization of failed states. Given the nature of these missions
and the increasing difficulty of simply applying a well-rehearsed mission
template, DND has increasingly depended on its access to joint, inter-
agency, multi-disciplinary assets and public (JIMP) resources and assistance in
the execution of its tasks.

Some of the new and emerging concepts explored in this chapter include:
multi-disciplinary operators; multi-Agency participation; cultural specialists;
alternate cultural ideology; instant news reporting; and personal newsagents.
Though arguably some of these concepts have existed previously in other
forms, here their application employs new technologies in a network-
enabled operation.

Consider the following questions (it is recommended that the Canadian
Army publication Future Force be used as a reference):

l. In the future, the Canadian Army will continue to deploy task force
sized expeditionary forces specifically tailored for each mission, and should
therefore organize itself towards this role. Agree or disagree?

2. Command and control of future missions will increasingly depend on
multi-disciplinary and multi-agency support. How can the Army increase its
cooperation with such organizations?

3. How will a future security environment dominated by clashing
political, religious, and cultural ideologies shape the organization and roles of
the Canadian Army in the future?

4. Will the seemingly constant media presence in theatre alter the way in
which a soldier executes his/her duties in the future? Will media reporting
continue to have the same impact on operations in the future that it does
today?

Emerging Technologies

This chapter introduces the reader to a 'typical' patrol in the Canadian Army
of the Future. Forever a mix of the old and new, the following technologies
are at hand:
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Software agents—Al automation

Statistical surveillance and agents

Vehicle automation

Surveillance

Computer interaction

Autonomous situational awareness

Playback/reach back

Improved vehicle survivability

Patrol weapon locks

Smartsuits

Insurgent databases

Precision scalable weapons
Consider the following questions:

I.  Should soldiers put their trust in autonomous systems for situational
awareness at the tactical level? To what degree?

2. How might platoon and section level tactics be affected by the
addition of autonomous robots within its order of battle?

3. Are patrol weapon locks helpful or harmful in urban environments?
Who should have authority for release?

4. What information is critical to soldiers in a firefight?
The Future Battlespace

The future battlespace will likely see a continued Canadian Army presence
in failed states and unstable international environments. Often required to
operate in complex terrain, the following concepts are considered:

Urbanization
Ops simulations
Local technologies

Low-tech communications
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Low-tech response to high-tech

Deception

Smart mobbing

Net enabled environment and the patrol chain of command
Consider the following questions:

l. How accurate do you feel the depiction of this future scenario is?
What, if anything, would make it more realistic?

2. Do you think the Army will spend more or less time fighting in urban
environments in the future?

3. Do you see increasing threats from communications like cell phones,
blackberry devices, and other PDAs?

4. What is the value of training and preparing for operations using virtual
environments, digital trainers, and even videogames? How does it compare
to real-life training?

Allied/Adversary Developments

Both allied and adversary developments will affect the organization and
culture of the Canadian Army of the Future. In this chapter the following
issues were raised:

Tactical Organizations—Future
Technology and the procurement system
Enemy tech capabilities

Consider the following questions:

. Given that Canada's Army may not be fighting large conventional
formations in the future, how might it organize its order of battle to combat
medium, small and asymmetrically organized adversaries?

2. Would you prefer to receive somewhat effective technological
upgrades right away for army weapons and vehicles or wait for fully
effective solutions that may take longer to procure?

3. What sort of technological threats do you think Canadian Army
soldiers will face in theatres in the future?

4. Will asymmetrical adversaries pursue low or high tech responses to
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emerging Canadian Army capabilities? Why?
The Human Dimension

The human dimension of future warfare appears to remain constant
regardless of changes in missions or technology. In this chapter the
following issues were addressed:

Abbreviated voice procedure

Potential to eliminate voice traffic

Hearts and minds

NGOs

Simplified contact reporting

ROE against non-combatants
Consider the following questions:

l. In the future, network enabled operations may mean that voice
communications are further abbreviated and supplemented by automated
commands. What is your level of comfort in receiving mission orders
entirely from a computer rather than a human?

2. Does the current reliance on voice or a mix of voice/data
communication affect soldier's abilities to act quickly and/or decisively in
certain environments?

3. How will the presence of Non-Governmental Organizations affect
future operations in an increasingly '3 block war' environment?

4. In the future it may become increasingly difficult to easily identify
adversaries in a theatre of operations. How might future Rules of
Engagement address this challenge?
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LIVE FEEDS

Free Sudanese BBC World News National Coalition
Reporters' Guild Council News
"The Canadian soldier "The Canadians are "No disturbance has
is raising his rifle. Oh apparently using a occurred in the
God, he's firing into radio-frequency market this morning. |
the crowd! | can't device'' to calm the am panning my camera
believe this is crowd. It seems to be| around the plaza, you
happening, but you can| working; as you can can see it is nearly
see it for yourself! see, the chanting has empty as the hot
We've got to do—" subsided, and a small afternoon
group is talking to the approaches..."
troop's leader."

&

From Warrant Officer Desai's perspective, the thing had the quality of a
slow dance—or like the swirl of a growing vortex in coffee being stirred.
Zefra was on the move.

"It looks like coordinated movement on the ground, sir. Thousands of
people are on the move. I've never seen anything like it." What she was
seeing wasn't like riots, or even like the planned movement of troops.
Crowds were coalescing in different parts of the city and moving
purposefully towards key intersections.

"They're flash mobs'?, sir, that much we know. Each one is the result of a

localized text-message appearing on the phones of the people in a particular
neighbourhood. One message was religious, and said that Canadian troops
had barged into a mosque—not true, of course, but it went out to a Muslim
newsgroup and people poured into the streets near the place. Another said
that somebody was trying to sneak a tanker truck full of water out of the
city—that one tied up the main road. I'm trying to correlate the messages
so far with their targets, to anticipate what groups might be flashed'"” next."

"% http://www.wired.com/news/culture/0, 1284,64285,00.html/wn_ascii

" http://www.au.af.mil/au/aul/bibs/soft/nonlethal.htm

"> http://www.abc.net.au/science/news/stories/s9 133 14.htm

" http://www.wordspy.com/words/flashmob.asp
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"All right," said the major. "First, though, rewind the day'"* one more time,
Warrant. | want to see'”® where those trucks from the tower went this
morning."

In her earphones, Desai could hear the faint tones of the translator''® who
was interpreting for the relief troops. They usually got by with machine
translation'”, but having someone with knowledge of local culture was
always better. The woman, who wasn't physically present but "riding" the
squad leader's HMD, said, "he's telling you that the price of water has shot
through the roof, yet he claims your troops continue to get it for free. He's
demanding fair and equitable distribution of water."

"Tell him his concerns are being heard," said the squad leader. "If he names a
time and place for us to sit down and talk about the issue, we will be there.
But right now he has to realize that some of our men in are in danger, and
we need to pass." The translator's voice, electronically modified to
resemble the troop leaders voice'"?, issued from a loudspeaker on the front
of the lead vehicle.

Desai turned her attention to the major's request. Since she had a full forty-
eight hour buffer of indexed high-resolution video'® from the aerostat to
play with, she was able to back-step to the morning and locate the
compound in question at dawn. Nudging time forward a bit, she located the
moment when the trucks had left. As she had earlier, she tagged'® each
truck and let the pattern-matching software'' trace their movements
through the streets, until all had stopped. This only took a few seconds. As
each parked, its icon changed color on a secondary map of the city'” she
had open in another window. This time, though, she tagged the small
individual dots that appeared next to the trucks just after they stopped.
These were right at the resolution limit of the system, because the total city

""* http://news.thomasnet.com/fullstory/45846 |

115.
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"7 http://www.eamt.org/

"% http://www.surveillancedefense.com/c75.htm

119.
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2 http://www.rfidjournal.com/

' http://www.automationworld.com/articles/Products/897 .html
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feed wasn't zoomed in anywhere. Zoomed in, she could have told which
men had dandruff. As it was, when she ran the pattern-matching software
on the tagged dots this time, half of them promptly disappeared. They'd
entered buildings, been swallowed in crowds, or simply wavered out of
existence in the morning heat-haze.

There wasn't much information there, but there was enough. "Fully half of
the men in those trucks disappeared into the city's industrial area. That's on
the opposite side of town from all the action, sir. Four or five men went to
the aid station, but they only stayed there a few minutes and then left. The
rest dispersed into the neighbourhood where the patrol was hit."

"We need to isolate that area," said the major. "l want patrols here, here
and here." lcons appeared at key intersections around the side street where
Campbell's patrol had been ambushed, and tasking orders were generated
automatically'”. "But be alert to other indictors; | feel we're being drawn
away from some sort of main event."

Desai called up the main situation map. With the flash mobs and projected
positions of the rebels combined, it was clear that the city was being cut in
two. The UN forces had concentrated around the aid station and the
market, across town from the industrial area; flash mobs made a dotted line
that blocked every intersection leading to that part of town. The coalition
couldn't deploy non-lethal crowd control measures to disperse them,
because each mob had a different motive'*—some were protestors, but
some were composed of people whose minders had told them of an
unexpected sale on saris, or of the unannounced visit of a local video hero.

Blasting away at such groups could ruin the hearts-and-minds'* effort.

Desai was trying to improve her search results when she heard a heated
conversation start up—physically nearby, not within the virtual space of her
headphones. She blanked her HMD for a second and looked around.

The major was on the phone. "No, our troops have not fired on anyone!
What you're seeing is a false feed. No, a false feed. | can see the market
right now, everything's fine. You need to . . ." Desai turned her display back
on, and was instantly high above Zefra again.

She felt a growing sense of unease. First the flash mobs, and now an
apparently sophisticated real-time moblog aggregator spoof . . . There was

"2 http://sigchi.org/chi96/proceedings/workshop/Friedman/bf | txt.htm
" http://www.edge.org/3rd_culture/rheingold/rheingold_print.html
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more going on here than an isolated attack, or even an attempt by some
locals to gain control of the city. It was all being played to a wider audience.
The real purpose of the day's chaos had yet to be revealed.

&

The strikebots hopped over the rooftops of Zefra, a formation of black
canisters that bobbed eerily, as though weightless. Their fans were just
strong enough to keep them in the air and they moved by kicking with long
spindly legs that dangled underneath them. With their legs and dangling
weapon- and sensor-arms, they seemed like armoured jellyfish to Campbell
as he watched them spiral into the street. There were five of them; they
dropped to balance in front of the damaged Camel, fans humming.

"Lord save us," muttered Daz. "It's the Martians."

"I know you don't like them," said Campbell. "Would you rather go through
that doorway?"

"I never said anything."

Campbell called up the bots' menu in his HMD. A big power-level bar
appeared; he could almost see it dropping as the bots stood there, though.
He uploaded the information from his own HMD to the bots, including the
identified enemy and civilians and the scans of the sniper's building. The
strikebots ran twenty-five simulations'*® of an assault on the building in the
time it took him to speak the command to set them loose.

"Supremely creepy," said Daz as they watched the bots go to work. With
their fans barely keeping them upright, they appeared to stagger forward as
if out of control. But they moved quickly and bounced over any obstacles in
the way. One of the bots shoved an arm into the doorjamb of the front
door and fired off a small explosive charge. There was a sharp bang and the
door swung outward, knocking the bot spinning into the centre of the
street. While it recovered the others swarmed through the door.

Something happened to the first bot, a booby-trap maybe; Campbell
watched its feed go dead. Then nothing, as the others moved in. A new
window to a camera view from the new leader bot automatically opened on
his HMD. The image, although digitally stabilized, ducked and bounced
crazily but was clear enough to show that the stairs were empty.

The swarmbots had infiltrated the lower part of the building. Their Doppler

% http://cgw.pennnet.com/Articles/Article_Display.cfm?Section=Archives&
Subsection=Display&ARTICLE_ID=49998&KEYWORD =simulation%20military
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JIMP (joint, inter-agency, multinational, public) capabilities will
feed directly into future operations. A strategic analyst assists
front-line troops in Zefra.
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radar scans still showed three people in the stairwell.

The strikebot's camera, on the other hand, showed only three coffee-can
sized canisters with pulsing balloons on top, neatly lined up on the steps.
Campbell swore. "They spoofed us!"

The balloons were made of a rubber compound that looked like muscle
tissue to the radar; they pulsated at the same rate as a human heartbeat. To
the swarmbots, they registered as people.

The strikebots bounded on up the stairs and the swarmbots followed.
According to the swarmbots' radar, the building was now empty. The
strikebots quickly made it to the third floor. This was where the sniper fire
had originated.

"They could still be in there," said Daz. "If they can spoof the radar, maybe
they can block it too." So the three enemy who had been in the stairwell
might be lurking anywhere in the building.

The strikebots pried open the door at the top of the stairs. A drifting bluish
haze filled the corridor there. The bots did their headlong rush down the
hall and through an archway into a suite of nearly-empty rooms. Here,
tables, chairs and cardboard boxes lay strewn about as though thrown by
angry looters. The door to the sniper's room had been burst off its hinges
by the thermobarics. The door now ramped over an unmoving human
form, and another body lay nearby.

Three prone figures lay on the glass- and grit-strewn floor under the
shattered window. The haze had dissipated here; it was likely the sniper
could have found enough air to breathe if he'd simply stood up and put his
head out the window. That, though, would have made him a perfect target.
Knowing this, he'd tried to get out of the room when the thermobarics
went off over his head. The de-oxygenating bursts had outpaced him,
however. He lay across the threshold of the room. The swarmbots now
hopping into the corridor detected no heartbeat from him.

But, "this one's alive!" said Tam, who was watching through her own HMD
as Marchand surveyed the street. She'd lifted the door and discovered that
the person underneath was breathing.

"He's just a kid," said Tam as a strikebot nudged the small form.

Campbell ordered the bots to stand down. He tuned down the images in
his HMD and turned to his team. "People grow up fast here. Take care of
him, Tam."
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"Things are looking up," he added. "At least now we have somebody to talk
to."

&

Raymond and Ebun stared at the contradictory newsblogs. The commercial
news networks, who mostly just poached off the moblog aggregators, were
running stories about the aid centre bombing, with confused patter about
reported gun battles taking place in the surrounding streets. Depending on
whether you tuned into European, American, Middle Eastern or African
networks, you got wildly differing accounts'”” that ranged from attacks on
civilians by coalition forces, to the local government's line that nothing at all
was happening.

"This is especially worrying," said Raymond, nodding towards a video feed
that showed Canadian troops machine-gunning a crowd of protestors.

Ebun frowned at the carnage. "They're clearly using a game engine to invent
this scene'”. My friend's son has one, Fire in the Gulf, it could do this. It
looks real, but will it stand up to analysis?"

Raymond shook his head. "The point is, it doesn't seem to matter any more
whether the news is real or faked. Even when people know it's faked . . . all
they care about is how it makes them feel."

"So what can you do?"

Raymond shook his head. "l don't know. If we hadn't had our information
operations'” budget cut to finance all the new kit we could have people on
screen now countering this stuff. I'm not sure even that would work,
though. How do you counter propaganda with the truth when the truth is
boring by comparison?"

Already diplomatic protests were being lodged by some of the self-styled
water barons whose territories bordered on Zefra's hinterland. The former
nations of the area had long since dissolved into what the UN
euphemistically referred to as "unorganized territory"—but their lack of
central government didn't mean these places lacked internet feeds'” or, for

- http://www.umich.edu/~newsbias/
"% http://www.havok.com/products/index.php

" http://www.csis-scrs.gc.ca/eng/opehttp://econ.worldbank.org/
view.php?id=2446 | rat/io2_e.html
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that matter, money.

One of the policy flacks called Raymond over and they joined an intense
conference call with counterparts in the U.S. and Europe. At loose ends for
the moment, Ebun sat down to watch the drama unfolding in the city of her
birth.

Not long ago, she would have been happy never to hear the name Zefra
again. Her memories of the baking streets and walled compounds weren't
pleasant. She had seen famine, the thirst of the water wars and running
battles over oil well concessions, all before she turned ten. The AIDS
pandemic”' had wiped out an entire generation—essentially the entire
middle class—and the continental ecology was crashing in a mass
extinction' like nothing seen since the death of the dinosaurs. African
through and through, Ebun had never seen a lion, or an elephant; even the
scorpions of Zefra were dying, nobody knew why. Zefra was a place
without hope, with no future, but with literally millions of people knocking
on its door for refuge from situations that were even worse.

No—not completely without hope, she had to admit. The European Union
had finally okayed a new associate-member status and was offering it to key
states in Africa. Morocco and Algeria, Mediterranean nations with historic
ties to Europe, were likely to become the first to become associates, now
that Turkey had shown that Islamic nations could cohabit with the ancient
states of the Crusaders. Oil pipelines were being laid across the Sahara, for
the first time carrying oil to the Middle East from the unexpectedly rich
fields in West Africa.

The pipelines had brought work and a new strategic importance to sub-
Saharan Africa. Things were changing there, for the first time in centuries.
But Ebun privately thought it was all too little, too late for Zefra.

"Ebun Ishangi?" She looked up to find a uniformed military officer standing
next to her. He extended his hand for her to shake. "Martin Hutchison. |
was told you're our expert on the local dialects in Zefra."

"I suppose | am, though it's been years—"

"Good. We have a situation on the ground and we need an interpreter for
it."

She allowed herself a faint smile as she followed him towards one of the

" http://www.rense.com/health/aids | .htm
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enclosed, glass-walled conference rooms. "Your translation programs'® can't
deal with it?"

“It's too important to leave to machines," said Hutchison. "Anyway," he
added reluctantly, "this particular dialect is defeating them."

They sat down and he transferred in a video feed. The image appeared to
float a few inches"™ in front of the blank office wall, but the overhead lights
were washing it out. "Could you make it darker?" asked Ebun. Hutchison

nodded and waved at the ceiling. The lights dimmed.

Now Ebun could see the image a bit better, but it wasn't very good quality
to begin with: shaky, grainy and over-contrasted. Gradually she realized that
the dark blob in the center of the square was the face of a young man,
maybe even a boy. He was cursing in a mangled version of Bantu that Ebun
hadn't heard in years.

Hearing it now brought back a wash of memories-few of them pleasant.
"What's he saying?" asked Hutchison.

"You don't want to know." She shook her head.

"You know the language?"

"Oh yes. | know it." It was a slum dialect of Zefra, a creole of Bantu,
French and English. The language translation programs would have been up
to the linguistics of it, she thought, but the accent was so harsh that even
the English words were all but unrecognizable.

"This feed is from Sergeant Campbell, he's the section leader for a patrol
that's been pinned down in central Zefra," said Hutchison. "We'd like you to
talk him through a conversation with this kid."

She eyed him. "An interrogation."

Hutchison shook his head. "A conversation. The facial recognition software
in Campbell's HMD will be able to tell when he's lying'**. We just need to
understand what he's telling us."

Reluctantly, she nodded. Her reluctance wasn't so much from having to
question the boy; if this was one of the people who'd bombed the aid
station then lives might be at stake. It was hearing the accent of the slums

'3 http://www.pcmag.com/article2/0,1759,1612230,00.asp
"% http://www.3dmirage.com/content/production_holographic.asp

" http://www.eetimes.com/story/OEG200401 1650050
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again that upset her.

It was all still there—the cardboard shacks, filth-ridden alleys, places of
casual rape and murder. She hadn't made it go away by turning her back on
it.

She took a deep breath. "Okay," she said. "Put them on."
&

Major Monet put down the telephone and grimaced at nothing in particular.
Things were getting interesting. He had a patrol isolated in the center of
the city, another two tied up at the aid station, and the continued presence
of the flash mobs cutting them all off from reinforcements. And now it
seemed the warlords of the anarchy that had once been Chad were getting
involved. A fleet of Toyota trucks with machine guns mounted in the back
was conducting manoeuvres near the border, and the warlords were making
bold threats on the internet, claiming that a dire fate was in store for the
coalition in Zefra. Nobody doubted that they had their eyes on the oil
pipelines west of the city. But these were well guarded, and the warlords
simply could not take the pipelines without support from within the city
itself.

As he was contemplating this, a new message popped up on the board.
One of the sniffer bots he'd sent to barnstorm the canyon-like streets of the
city had turned up an explosives trace. "Desai? Bring up that location."

"On it, sir." In moments he was looking at a vertiginous shot straight down
on Zefra's streets. Centered in the grey cross-hatch of pavement and dirt
was a corner where a solitary car was parked. "It's outside the Red
Crescent compound," said Desai.

"How long has it been there? Rewind'* our view of that."

There was a pause. Then Desai said apologetically, "it's been there at least
two days. The buffer doesn't hold anything further back."

How long had they been planning this? "We need to clear the area," he said.
"Call in the EOD and tell the Crescent people. But before anybody moves
on the ground we need to scramble all radio signals'”’ near that site."

This operation had obviously been planned for a long time, he mused. In all
likelihood it was timed to upset the planned elections-or was it? None of

"% http://video.google.com/video_about.html
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the new voting stations had been targeted.

The city was on edge as it was; the coalition's hearts-and-minds campaign
didn't seem to be working. The last thing they needed now was a wild-card
scenario, but that was exactly what seemed to be developing here.

Time to find out what's happening, he decided. And time to call in all the
resources he could muster.

&

". .. You don't want to know what he just called you," said the cultural
specialist. She sounded amused. Campbell glowered at the kid. He'd been
asking questions for several minutes now, in French since the machine
translators insisted that the boy lapsed into that language every now and
again. But his questions were being met with either a stony silence or
violent curses.

They were set up on the main floor of the building, in an office space with
old wooden desks and large portraits of bearded glowering men on the
walls. Daz stood over the boy, and Marchand was watching out the
window. After plugging themselves in for a quick recharge'®, the strikebots
were patrolling the streets outside. Nobody was coming anywhere near
them.

"This is getting us nowhere," he muttered. "Unless | know what Plan B was,
I'm not moving from this place." He really wanted to chase the remaining
three attackers, but since reinforcements were still tied up by the flash
mobs, that was looking less and less wise. Desai had told him that the
people who'd run out the back doors of this building had mostly vanished
inside other structures in the nearby streets. As people entered and
emerged from apartments, shops and offices, the attackers had vanished—
their signal drowned by noise.

"Sergeant?" The cultural specialist sounded contrite. "May | try? | mean,
talk to him directly."

Campbell thought about it. It couldn't hurt. He thumbed on his smartsuit's
speaker and said, "fine then. You're on."

The boy jolted in surprise as a woman's voice emerged from Campbell's
lapel. He stared at Campbell for a moment, listening to the staccato torrent
of words. Then he looked away and laughed under his breath.

" http://www.voyle.net/Nano Battery/Nano Battery 2005-0003.htm
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“What did you just say?"

"Nothing," said Ebun Ishangi. Campbell somehow knew that whatever she'd
said to the boy, it had been at his expense. He glared at the kid, who
glanced up and quickly looked away.

Ebun spoke again, more slowly now. She was talking in the same mangled
and strident creole the boy had been using. After a minute, the boy asked
something, and she replied at length. An incredulous expression slowly
spread across his face.

"What did you just tell him?"

"He asked where | was," said Ebun in English. "l told him | was in Ottawa, in
Canada. | told him there was snow on the ground.

"My name is Ebun Ishangi," she said to the boy. "I'm from the slums but | got
out. What's your name?"

"I don't believe you," the boy said sullenly. "Nobody gets out." He looked
away for a moment, then added, "Ishangi. There's an Ishangi who ran the
water distribution centre when the UN was here."

"My uncle. He's a bad man, he's one of the reasons | left."
A slow smile spread across the boy's face. "We call him the little dictator."
"We called him worse things."

"How could you have gotten out? | think you're lying, you're talking from
the edge of town somewhere."

"No. Why is it so hard to imagine I'm on the other side of the world?
You've seen internet links." The boy shrugged, and encouraged, Ebun said,
"Il tell you what. You tell me one thing, I'll tell you one."

"Are they going to shoot me?"

"The soldiers? No! They might even let you go. Tell me your name."
He frowned, glanced at the men with their guns again, and said, "Suah."
"That's a good name. It means 'a new beginning' doesn't it."

Suah's eyes widened. "It does?"

"So tell me, Suah, why were you with these men?"

"They promised to get me out of here'”. To ... send me to a school in the
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east. They were not my friends. But they said there was no other way to
escape the slums."

"But that's not true. | got out."
IIHOW'II

“I'l tell you, but first you have to tell me where the men who attacked this
patrol went."

“No. You tell me first. How did you escape?"

In the little conference room, half way round the world, Ebun smiled. "l got
a job as a cyber monster.'*"

&

A few minutes later, as Campbell's hamstrings were starting to ache from
squatting in front of the boy, Ebun suddenly switched to English and said,
"they're headed for the industrial sector. The water treatment plant."

"Ops, did you copy that?"

"Affirmative. Patrol, reinforcements are about two minutes away. You're to
join them and head immediately to the plant."

Campbell glowered at the boy. "Yes, sir, but may | point out the lie
detectors go off every time this kid opens his mouth. He's an enemy
combatant. Why would he tell us the truth?"

"It's called establishing rapport," said Ebun Ishangi. Campbell reluctantly
admitted that the lie detector'*' hadn't flashed red to anything the boy had
said in the past several minutes.

"You have your orders, Sergeant," the Ops O said.

"Yes, sir," he said. "Move out," he told his men. "We'll try to revive the
Camel." The vehicle's sensor network'? showed that it had a flat tire and
some compromised armour, but was otherwise in driving condition.

"The child is asking whether you'll let him go," said Ebun as they descended
the stairs.

" http://www.ginie.org/ginie-crises-links/childsoldiers/human.html
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“No! What just happened here? He's an enemy soldier who tried to kill us.
He's probably lying about the plant."

"Actually, he's a starving kid who's desperately looking for a way out of his
situation."

"Well, don't ask me to be sympathetic."

“Fair enough. But the analysts here had me ask the boy a particular set of
questions and then your HMD relayed his responses. He doesn't show
strong commitment to the ideas of the insurgence."

"Oh? Pardon me if | don't believe him quite so easily." He watched Daz and
Marchand descend on the Camel, while strikebots danced around them like
some game programmer's nightmare about fairy circles.

The boy abruptly said something, pointing up the street towards the distant,
unseen towers of the city's core.

"He's asking whether you know anybody at the Hinterworld office uptown,"
said Ebun. "l already told him it wasn't my game, | was back in the days of
Sheer Power."

"Hinterworld?' Campbell stared at the boy. "Isn't that an on-line game?"

"Massively multiplayer'®, yes," said Ebun. "And that's what this is all about,
for Suah and his friends. Hinterworld is one of a number of game companies
that subcontract' to places like this. Zefra's in the same time zone as most
of Europe. So they hire people to play monsters in the games, for pennies a
day."

Campbell had a sudden insight. "Was that how you got out of Zefra?"

"Yes," admitted Ebun. "| pretended to be something called a Cyborg Queen
all day every day for six months. There were sixteen of us, with a high
turnover. The others either quit in disgust, or ended up breaking character
to ask for help from the players through the chat interface. | knew better—
the last thing these people wanted was to find out that the dragon they
were fighting was being controlled by, basically, a slave labourer in a third
world country. So | learned the terminology of the Cyborg Queen and
stayed in character. God! | still remember every word of it! 'Die,
biologicals!"

"And you bought a ticket out?"

S http://en.wikipedia.org/wikiMMORPG
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"I got to know a player who'd switched sides—he was working with the
monsters, just for fun. He showed me how to access the UN University
courses from inside the game. So whenever there were no players
attacking, the Cyborg Queen studied English and history. And yes,
eventually | did save enough money for a ticket to Tunis."

"You're saying this kid was only with these guys because he needed a job?"

"Yes, Sergeant Campbell, and that makes him different from the average
insurgent soldier. Most of them are well educated'®® and come from
relatively affluent backgrounds. Suah was a hired foot-courier'®, he has no
loyalty to their cause."

"Or so the instruments say," said Campbell.

"My own memory of Zefra tells me the same, Sergeant. My point is that
he's talking to me now because it's the first chance he's had to speak to
somebody who's been able to improve their situation without joining a
militia or gang. He sees an opportunity here, so he's got incentive to tell us
the truth."

A grumble of engines echoed off the buildings, and moments later, several
vehicles of the relief force turned the corner in a cloud of dust. Marchand
and Daz looked up from changing a tire, and then straightened up. Daz
cursed. "They're just bots!"

Campbell looked more closely. The two trucks were cab-less, and behind
them was a herd of squat multi-wheeled platforms piled with crates and
equipment. These low-slung, cab-less vehicles were aptly named scarabs.
Each one was surmounted by a strikebot in sentry mode.

"Ops, where are our reinforcements?"

"They should be arriving now," said Desai in his ear. "Only the bots and
automated vehicles got through, sorry patrol."

"Well, how does that make sense?"

"I've seen this kind of thing before. People are willing to block a tank with
their own bodies if they know a human being is driving it. But they're not
willing to do the same to an unpiloted vehicle. Our boys are still back at the
market, they haven't been given permission to use non-lethal'¥’ crowd-

" http://chronicle.com/free/v49/i39/39b0100| .htm
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Network enabled operations provide one option for improved
communications in the future. A soldier in Zefra can access
collaborative networks across the Canadian Forces.
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control measures to disperse the mobs. It's a political problem."

Campbell shook his head, but he now had an uncomfortable feeling that all
the eyes of the coalition were now fixed on him. "Get that Camel
operational," was all he said.

&

Mastan Nouria and Idris Kabadi had found their progress blocked by one of
their own flash mobs. Rather than comment on the irony of it, Kabadi
stepped out onto the running board of the truck to see if he could locate a
path through. Below him, Nouria was chewing a nail nervously.

A kilometre behind them, Kabadi could see a flock of UAVs circling the
white tower they had so recently left. The British had snuck around their
roadblocks and were at the compound now. The streets were clear
between them and the place where Kabadi and Nouria found themselves.
Any second now he expected to see a pall of dust start to rise behind the
obscuring buildings as the British decided to come after them.

"How did they find us?" he wondered aloud. Satellites, maybe. Or maybe . .

He leaned back, shading his eyes as he stared at the zenith. Yes, there it
was: the thing the moblogs called an aerostat. It was a big helium balloon,
though from here it was a barely-visible white dot. It was supposed to be
just a communications relay, but he knew better. It was bristling with
cameras and telescopes, and one of those might well be trained on him
now.

"There!" Nouria stepped out of the cab. "It's Group Three!"

Kabadi looked where Nouria was pointing, but he couldn't pick out faces in
the crowd, which was chanting "water, water, water," as an ambulance from
the aid station bombing slowly crawled through it.

"And there is our way out of here," said Nouria triumphantly. Kabadi felt
sick to his stomach as he realized what Nouria meant. Meanwhile his leader
was waving at someone frantically.

Kabadi glanced back at the tiny white dot so far overhead. He had to admit,
Nouria was ahead of him on this one. If they were being watched from on
high, there was no solution other than blending into the crowd—preferably
by disguising themselves as non-combatants'®. Victims, even . . .

He wished he knew whether Achta had found the kids. But, as Nouria had

" http://cns.miis.edu/pubs/week/03112].htm
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pointed out numerous times, communication—even your own—was a tool
of the enemy these days. Success at Zefra could be achieved only by
executing a series of small, semi-autonomous plans in parallel. "We take our
cue from the ant," Nouria had explained on one occasion. "People used to
think that the queen issued all orders, and the workers carried them out.
Now we know that the queen does nothing but breed. Each worker carries
a tiny rulebook, with a simple rule for each situation he finds himself in
throughout the day. The combination of all the workers obeying these
simple rules leads to mass behaviour that looks like it is guided by an
intelligent hand. An organization that operates this way cannot be attacked;
only the individual members can be attacked. That will be our
organizational principle'”. It is how we will win. By being ants."

Now he spotted three more of Nouria's ants. They were converging on the
ambulance, which had almost made it through the crowd. Kabadi felt light-
headed and angry; he trailed behind Nouria as his leader strolled up to the
ambulance and put a firm hand on its hood. The driver honked at him, but
seconds later the doors on both sides of the vehicle were hauled open and
men with guns dragged the driver and his guard out. Two more men were
throwing open the back doors. Moments later they ejected two men who
clumsily and with much cursing and pleading tried not to drop the three
occupied stretchers that were slid—almost thrown—in their direction.

Kabadi made himself look away from the bloodied faces on the stretchers,
and made himself not listen to the pleading of the men who were kneeling
over them. He grasped the side of the big back door to the ambulance, and
pulled himself in.

When he spotted a large white plastic case with a red crescent on it,
though, he grabbed it and tipped it out onto the road. One of Group
Three's thugs looked at him suspiciously. "It's taking up space," he said,
seeing out of the corner of his eye that the men by the stretchers were
scrambling to retrieve the case.

Nouria slammed the big doors triumphantly. "So far, so good!" he said.
"Now get us out of here!"

e

It was like being a ghost, seeing an inevitable tragedy coming yet unable to
touch or affect anything. Through the helmet camera of Sergeant Lesley
Campbell, Ebun Ishangi watched familiar storefronts and compounds slide
past the convoy. The flash mobs were all behind them—in fact, the streets
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ahead were miraculously clear, though it was hard to see past the lead
vehicle because of the dust it raised. Buzzing around that unmanned truck,
swooping down and up with nervous irregularity, sniffer bots checked for
any sign of explosives on the route ahead.

A constant low chatter filled Ebun's ears, like the murmur of the dead,
inaudible to the blank-faced people the convoy passed. They were the
voices of commentators and cynical political flacks, all talking on the
newsfeeds about "this latest crisis" and the possibility that the fragile North
African peace was going to collapse. The analysts eagerly anticipated a
scenario where Zefra went over to the FIF, its hinterland following soon
after. Like a cancer choking off blood to delicate organs, a blockage here
would starve the whole organism.

Belatedly, the coalition was responding to the propaganda and
disinformation. One newsfeed showed the rioting market where Canadian
troops fired into the crowd; every few seconds the image would freeze and
parts of it would be highlighted as an analyst pointed out that such and such
a face repeated itself sixteen times through the crowd, or that the cracked
plaster on a wall behind a bloodied protestor was identical down to the
smallest blemish to "Wall Pattern [6A" from the computer game Fire in the
Gulf.

As they drove Ebun read names of stores where as a young woman she had
spent her first pay cheques from the gaming company. She watched the flat
facades of others that she had never entered glide past as well—shops
where she would never be welcome because of her sex, her ethnicity,
accent or obvious poverty. Old resentments were remembered as men and
women turned suspiciously toward her, then away (although of course it
was Campbell they were seeing).

Suah sat quietly beside Corporal Tam, resigned now that he was sitting in
the Camel with his wrists zipped behind him. She thought of mentioning
the shops, of feeling out his own reactions to the streets of Zefra's small
middle class, but what would that do, other than confirm that there was
really nothing to save here?

And that was it, of course. Zefra wasn't worth saving. This sergeant and his
patrol were running straight into danger alone and with no idea of who they
might be helping. Would the city look any different tomorrow if the FIF
won? Water would still be rationed; the AIDS patients would still be dying
in the thousands . . .

They drove past a gaudily decorated disco. That hadn't been there before.
After it were new houses, some without walls. And then a school. On its
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flagpole was a UN flag, and below that, optimistically, a swatch of EU indigo.
She thought of the people she'd grown up with who refused to leave. "This
is my home," one woman had told her the day she'd finally left for the train
station. "How do you just leave your home?"

She hated Zefra. But she didn't hate her people.

Ebun swept away Lesley Campbell's camera view. In the dim little
conference room, she appeared to be surrounded by hovering video
screens—all projections from her glasses. On one screen, a commentator
was talking about voice-recognition software. "There's a ninety-five percent
likelihood that it's him," he was saying. Hanging over the commentator's
own shoulder was a square image of a man's moustachioed face. Under
that was a name: Mastan Nouria. "The coalition claims that minder calls
originating from Zefra were made by Nouria. He is presumably there now,
and is their top suspect in the aid station bombing."

Another window showed the aid station bomb site. "One extraordinary
feature of this incident," a commentator was saying, "was the prompt
response by emergency personnel. In fact, the majority of the people who
responded weren't even on this continent. Flash mob response teams have
been used for years; within seconds of the bombing, every person in Zefra
known to have medical or first aid training had their minder ring. Many
headed straight for the aid station. Remarkably, though, a quick-thinking aid
station worker at the scene organized a handout of augmented reality'*
glasses. Through an experimental program started by Médecins sans
Frontiéres, each set of glasses automatically called a volunteer medical
worker in France or Morocco. Those that responded were immediately 'on
the scene' through the telepresence'' effect of the glasses, able to guide the
hands of bystanders who wanted to help. Word is that triage was
remarkably organized and swift and that several lives were saved through
extraordinary interventions that could not otherwise have occurred."

There was a lot more going on—people talking, phone cams showing
wavering street shots of the city, video being analyzed and maps showing
little dotted lines of FIF and "unorganized" territories. It was bewildering,
almost overwhelming, and for a few seconds, Ebun could see no pattern to
it at all.

Then a sound of shouting—familiar voices—came to her. She heard
automatic weapons fire. She cast about for the window she'd thrust aside a
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few minutes before and maximized it—

—Finding herself in the Camel with shouting Sergeant Campbell who was
directing his men to return fire even as hammering impacts of bullets rang
against the vehicle's shell. The sinister shadows of strikebots flitted past the
windows and suddenly the glass of one cracked and there was blood in the
air and on the dashboard.

Ebun cried out, raising her hands as if she could protect herself from the
bullets, and then the video feed cut out.
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DISCUSSION

Future Security Environment

“Ripples" introduces the reader to the intertwined nature of a 3-Block War
where the transition from fighting to diplomacy and back again are often
blurred.

The future security environment in these theatres promises to be a
challenge to even the most robust doctrines and Rules of Engagement.
Some issues to consider include the importance of Information Operations,
a changing political scene, unorganized territory, and 